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P DNS and Related Abuse Statistics

Cybersquatting % Increase In Cybersquatting From 2007 To 2008

Corporate Domain
Registrations

% Of Domain Portfolios Consisting Of Defensive Registrations To Deter Abuse

# Of Searches On A Brand That Go Somewhere Other Than To That Brand’s

Traffic Diversion 1in7 Website

Counterfeiting % Increase In Counterfeit Sales In 2008, With 80% Sold Via The Internet

Phishing % Increase In # Of Phishing Victims In 2008

Malware 7/ 510108 # Of Daily Malware Attacks In 2008, Up From 5 Daily Attacks In 2000
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>  The Growth of Cybersquatting

Brand Abuse Targeted at Interbrand’s Top 30 Brands

(Number of instances)

Threat Type* Q2-07 Q3-07 Q4-07 Q1-08 Q208 | Ll yovy |

Cybersquatting 311,050 342,512 382,248 402,881 428,617 6% 38%
Offensive Content 2,138 1,310 1,365 1,464 1,433 -2% -33%
eCommerce Sites 22,639 16,825 16,848 19,736 21,131 7% -7%
False Association 107,316 72,206 72,582 78,561 85,613 9% -20%
Pay-Per-Click Abuse 73,774 31,818 27,098 29,503 31,714 7% -57%

*Note: Threat types are not mutually exclusive.
Source: MarkMonitor Brandjacking Index® — Summer 2008

Cybersquatting 1s abuse of choice
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Consumers At Risk: Health/Safety

Sleep Aid 7% Antl-Cholesterol 4% m

Dlgeshue Aid 3%
Anti-Anxiety 7 /u—\

/— Anti-Flu 4%

Lifestyle 75%

Cybersquatted Brands
Online Pharmacies 2007 2008 | 2009 |

Total number of online pharmacies*

VIPPS certified

Capable of protecting customer data
Alexa-ranked

Number of daily visitors per site

Estimated annual sales from ranked site**

* Based on 6 drug brands only
**Based upon total annual traffic, 0.5% conversion rate, $70 average transaction
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19,000 squatted domains on 6 popular drug
brands (July 2009)

9% increase from 2008

>$10 billion in illicit drug sales

3,160 2,986 2,930
4 2 4

50% 64% 5%
33% 36% 68%
32,000 99,000 42,000

$4 Billion $12 Billion $10.7 Billion
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Consumers At Risk: Health/Safety

Buy Viagra Without
Prescription

: buy viagra - 80% diseount - www.dailymadn.com
From $19.%0 per pack. Click for special discount price.

5 g — waw semndatmgeT nom
$1.15 per Pill = 4 Free Viagra Fills for every order

Buy Viagra Gheap .

Buy Yiagra Qnline ¥¥ithout
Prescription

Legitimate Site

L ) 2

Nl | [P s com

DailyMedRx.com

Family
r

Prafessional
Giver

£ = Ram

It's Easy!! &2

sored sites

buy viagra L
RESLULY RESLILTE 1 ol 55 00 re
Shopping VIAGRA @ Official Site - www.VIAGRA.com e
Set Info at the Official Site for VIAGRA @ (sildenafil citrate).
i Viagra Hot Sale $1.6usd - www affordabledrugs.com
Buy Viagra Qnllne Generc Meds. 12 Bonus Pills. Free Shipping. §1. 100mg pills.
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6 St kImad. com

2061

e

cit redirect

Arcadia Ass

CLICKH

bing.com users who click on an ad for DailyMedRx.com will instead be redirected to k2med.com,
a rogue Internet pharmacy that does not require a prescription for prescription drugs, sends
illegal drugs from India, and is controlled by a Russian organization.

Srouce: No Prescription Required: bing.com Prescription Drug Ads, Legitscript and Knujon, Aug 4, 2009
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> Consumers At Risk: Recalled Goods

= Cybersquatting with brand in
domain

" Trademark abuse with images_

and copyrights

|
|
|
= Not an authorized vendor — |
. . |

false association |
|

|

|

|

|

= Recalled toys for sale*

* Product codes match CPSC recalls
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= ]
/= Dera-Explorer.co.uk: Dora Toys: Matiel - Dora Talking Yamanes Yan - Windows Infernel Explorer

@ T - g! Tk fwessee dota- eaplorer co.ulshop. phphvamandsio=dz v e A s
Ble Edt ‘Yew Fgeortes v Gox ﬁlf G- ~ 0 2 O Sektings F delidows = pel | Lnd - Merriam-Webhster = =]
WOOF I Doca-Explorer.co.uks Dors Toys: Mattel - Dora Taldng. ., fi = B - i~ [ Page ~ 08 Took -

Branad: HALSALL - MATTIL
Cabegory Toy

Buy Mew: £239.99

| Apo 1o cant |

Buy New: EZ9.99
[ A0 76 cawt

Shipping Waight (Tha): 2.2

Shipping Weight (Ths): 2.2

Hodel: GZETS
EAM; 5022110045297

Example of Unauthorized Vendor Site
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>  Brands At Risk: Paid Search Abuse

Display URLSs directing to malware, counterfeit sales
" Google relaxing trademark policies relating to keywords, ad copy

= >14 billion monthly searches

1.15 billion monthly paid click volume
" 30% of searches include branded terms

= 1in 7 brand-driven paid clicks go
somewhere other than the brand’s website

US Search Market Share, June 2009
14 billion total searches

Sources: comScore Core Search Report, Jun 2009; eMarketer, US Online Advertising Spending Report, October
2008; Marketing Sherpa 2009-2010 Search Marketing Benchmark Report; Yahoo! market research; Hitwise, Best

L]
Practices for Search Engine Brand Management, April 2006 k ®
s MarkMonitor
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>  Brands At Risk: Traffic Diversion

capitalonecard.com Capital One Financial Corp Pay-Per-Click $12,500
capitalonecreditcards.com Moniker, Privacy Services Pay-Per-Click $10,000
capitalonemastercard.com Ali Aziz Pay-Per-Click $1,250

Domain abuse siphons significant revenue from legitimate brand owners
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> Brands At Risk: False Association

w.epzonbazaar com j i

Powered by: Order at 1.877.848.7357
[m databazaar.com ] Corpora Customer Service | Contact Us

About EpsonBazaar

Cano = rox HBazaar Im r
Search OUR SHIPPING POLICY

Enter Printer

EpsonBazaar.com

Epson Specialty Micro Site

FREE SHIPPING ON ALFEEERERS

Feach a live operatar
hetween 9am - 5pm

Our Product Categories

Inkjet Cartidges vomt | R e
—eeREl, e, 2 s O, THw Color Ink Cartridge for Epson Stylus Photo Printers. a3
T01E201, TO28201, T027201 Fits Modlels: Stylus Phota 1270, 1250 alfn RELABITY

- PROGRAM

| T032120, See AllInkiet Printers

our price: $23.90

QW3|1 | W addto cart | p— & S
| databazaar.com |
| CELEBRATING |
| ¥ YEARS OF |

Laser Toners
S0s0010, S051009, S051011
S0s1055, S051016,

S051035, See All Laser Printers "-__EXCELLENC%.-"

Epzon TO431 20
Black Ink Cartriclge for Epson Stylus Printers.
Fit= Models: Stylus Photo RES00, RXEOD,

ot o Specialty Papers

== 4 SO4062, S041 069, 5041070 1 our rice. 16 23
S041153, 2041 257, 5041341 L= p . $ . Top 10 Sellers
SO0 727 See Al Paper Types w;__ . Gty |1 | B addto cart | o Ervsom 1054 1 Cartrida

@  Epson TO08 Inkist Cartridue
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p Brands At Risk: Counterfeiting

nike shoes -Welcome to www.BestBuyNike.com

Add Favorite |

Set HomePage

Payment Why buy from us Agent Program Avoid Scammer Dropshipping Wholesale Program
*&‘:"’}* Site Map
Home ” Products ” News ” My Profile H Feedback
— .
*...%Produd: Search:l | [ Submit ]

Log in

Register

nike shoes Air jordan

Air force one

Air max

Nike Dunk SB wholesale

Prada Shoes

Gucci Shoes

Bape Shoes

Timberland Shoes

Puma Shoes

Adidas Shoes

Kobe Shoes

James Shoes

Nike footwear

Mens Hoodies

Mens Jeans

T shirts

Jersey Series

Wallets

Kid Shoes

Men Shoes

Handbag wholesale

NIKE SHOX
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Bestbuy Nike shoes Inc Notice

1*To get high quality brand items at Reasonable price. check http://www.bestbuynike.com/info.asp?
id=30,
we sell 5000 pairs per month, no complaints about the guality,cheers

2* The price we list anline is retail price,(less than 3 pcs) if yvou need 12 pairs or
mure,WhO'ESEI'E jordans price click here http://www.bestbuynike.com/info.asp?id=45

3* We accept PO.YPO.[ for sample order{ amount less than 3 pcs) now,US UK AU customers, verified
Paypal member anly

Bestbuynike Inc,a reliable nike shoes wholesaler,Our product line:Nike shoes fcheap
jordans/Coach bags/Ugg shoes etc

Total:$0
View cart Clear Cart

Featured products

Jordan women

Jordan women O
Member Price:

New Products

AJ19 Fusions 002
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Fraud: ldentity Theft

www.bankofthevvest.com

OO0 Bank of the We —
Q;IT @ v (Jce &
Back Forward Reload Stop

Friday, July 25, 2005 &7 Chinese | Locations | Employment | Contact Us | Search: ™

BANK %:WEST 28.. . PERSONAL - SMALL BUSINESS - COMMERCIAL - ABOUT US

Learn More | Enroll Online
eTimeBanker® Sign In:
User Nama: == == : _
Password: e ——
Forgot Password? 2 HUME EG’UI I I
Other Online Services: Get in on the Great Rate Lock-in! Click here for the key

Select... |

T conticns Personal Banking £ E
Small Business Banking
State: Al v Welcome to your community bank.
| | First job. Last job. New home. College tultion. We're Taking care of business. Across town. Around
ZIF code: here to help guide your finances through the the giobe.
LOCATE challenges of every |ife stage. Stop by a branch to AS you nau!gate your business through all Its
experience our hallmark service for yourself. cycles, you're net on your own. We assign a

dedicated relationship manager to help you make
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>  Fraud: Fast-Flux Attacks On the Rise

Total Domain-Brand Pairs

60,000

50,000 -
40,000 -

30,000 -

20,000 -
O I I I I I I I I I

Q1-07 Q207 Q3-07 Q407 Q108 Q2-08 Q3-08 Q408 Q1-09 Q2-09
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Fraud: Domains Host Multiple Phish Attacks

url Created On

http: AA1kikyd.cn/webempresas/nueva imagenformulario.jsp 2009-09-14 12:59:53 pm
http: A/ 1kikyd. cnfcustamerforms/serverliiaform. aspfindexl . php 2009-09-14 12:55:51 pm
http: AA1kikyd.cn/finanzportal/ebppi3sh/entry 2009-09-14 12:54:09 pm

http: A4 1kikyd. cnsnubifcy

http: A7 1kikyd. cndmicrosd

http: A4 1kikyd. cndmyca/f]

http: A kikyd. cn/securnty/customer/form. asps

http: AAkikyd.cn/portal/form/do.jsp 2009-09-14 11:38:55 am
http: A/ 1kikyd.cn/ineffent formversionnew/do action 2009-09-14 10:36:51 am
http: A/1kikyd. cn/gustomersupport/onlinebanking/cform. aspx 2009-09-14 10:31:19 am
http: 1kik\.fd.|:/rl/cma portal/customerformsindex. jsp 2009-09-14 10:29:09 am

http: A/ 1kikvA.cndserviet/com. aquarius.security. authentication. serviet. loginentry
serviets

2009-09-14 03:17: 42

http: ikyd.cnflogin2008/authentication/viewsform. aspxlogin. php 2009- 03:17:32 pm

http: A 1kikyd. cndkl wt. ac/webdirect/index. php 2009-09-14 03:16: 20 pm

htyp: A4 1kikyd. cnfcustamerservice/securedirectory/cform. d 2009-09-14 03:15:38 pm

ttp: A lkikyd. cn/security/customer/form. asps 2009-09-14 03:132:40 pm
http: A/ 1kikyd. cn/rdp/ecommfrostl semform 2009-09-14 03:12:33 pm
http: /A 1kikyd.cn/microsoftofficeupdate/isapdl/default . aspx 2009-09-14 03:11:46 pm
http: A/ 1kikyd. cnfconfirmmodesdistackformpage.asps 2009-09-14 032:02: 320 pm
http: A/ 1kikyd.cndallywebclient/cocare/cform. dofidentitywerification.php 2009-09-14 03:08:01 pm
http: AA1kikyd.cn/chusol/form. do 2009-09-14 03:06:42 pm
http: AAkikyd. cnAi20012 bankingsomserversverify, cfim 2009-09-14 02:05: 57 pm
http: A/ 1kikyd.cn/fibfomshobsinternet/endindex. jsp 2009-09-14 03:05:25 pm
http: A/ 1kikyd.cn/customerformsy/serverloa/form.asp 2009-09-14 03:03:06 pm
http: A/ 1kikvd.cn/login2008/authentications/views/form. aspx 2009-09-14 03:01: 44 pm
http: AA1kikwd.cnfocal tlsh/netcashnetoffice. aspsx 2009-09-14 03:01:05 pm
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»  Fraud: Hackers Target Domains

Security Fix

Brian Krebs on Computer Security

About This Blog | Archives | Security Fix Live: Web Chats | E-Mail Brian Krebs

sEarcHTHISBLOG | Hackers Hijacked Large E-Bill Payment Site

Hackers on Tuesday hijacked the Web site CheckFree.com, one of
the largest online bill payment companies. redirecting an unknown
number of visitors to a Web address that tried to install malicious
RECENT POSTS| software on visitors' computers, the company said today.

" Obama: Cyber Security | | he attack. first reporied by The Register. a security news Web site
's a National Security | hegan jn the early morning hours of Dec_2_when Checkfree's home
It appears hackers were able {o hijack the company's Web sites by
stealing the user name and password needed {0 make account changes
at the Web site of Network Solutions, CheckFree's domain registrar
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>  Fraud: Malware

1200000 -
# of New Malware by Year
1000000 -
800000 -
In 2000 In 2008
5 7500
400000 -
detections a day detection
200000
0
2002 2003 2004 2005 2006 2007 2008

Source: Symantec

MarkMonitor:

Page 15




> Suggestions for the ICANN Community

" Prohibit serial abusers of the DNS from operating new registries

" Create minimum thresholds for rights protection mechanisms
* Consider and implement the WIPO, IRT and other recommendations
* Remember - rights protection mechanisms protect consumers
* Discount some of the opinions of detractors of protection mechanisms

" Hold registry operators accountable for abuse
" Provide incentives for registries that operate safely
" Consider strong contractual disincentives for recidivists
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p Conclusion

" Domain-based brand abuse on the rise in legacy TLDs
" Consumers and brand holders are under attack

" Current protection mechanisms are not effective

" New gTLDs expose new risk

" Take action to make the new extensions to the domain naming
system safer for Internet users
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