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ARBITRATION WORLD
AND INTELLECTUAL PROPERTY
MEDIATION CENTER ORGANIZATION

ADMINISTRATIVE PANEL DECISION

Stichting BDO v. Registration Private, Domains By Proxy, LLC / Jennifer
Raffelson

Case No. D2022-2024

1. The Parties

The Complainant is Stichting BDO, Netherlands, represented by McDermott Will & Emery LLP, United States
of America (“US”).

The Respondent is Registration Private, Domains By Proxy, LLC, United States of America / Jennifer
Raffelson, US.

2. The Domain Name and Registrar

The disputed domain name <bdousallp.online> is registered with GoDaddy.com, LLC (the “Registrar”).

3. Procedural History

The Complaint was filed with the WIPO Arbitration and Mediation Center (the “Center”) on June 3, 2022. On
June 7, 2022, the Center transmitted by email to the Registrar a request for registrar verification in
connection with the disputed domain name. On June 8, 2022, the Registrar transmitted by email to the
Center its verification response disclosing registrant and contact information for the disputed domain name,
which differed from the named Respondent and contact information in the Complaint. The Center sent an
email communication to the Complainant on June 9, 2022, providing the registrant and contact information
disclosed by the Registrar, and inviting the Complainant to submit an amendment to the Complaint. The
Complainant filed an amended Complaint on June 14, 2022.

The Center verified that the Complaint together with the amended Complaint satisfied the formal
requirements of the Uniform Domain Name Dispute Resolution Policy (the “Policy” or “UDRP”), the Rules for
Uniform Domain Name Dispute Resolution Policy (the “Rules”), and the WIPO Supplemental Rules for
Uniform Domain Name Dispute Resolution Policy (the “Supplemental Rules”).

In accordance with the Rules, paragraphs 2 and 4, the Center formally notified the Respondent of the
Complaint, and the proceedings commenced on June 14, 2022. In accordance with the Rules, paragraph 5,
the due date for Response was July 4, 2022. The Respondent did not submit any response. Accordingly,
the Center notified the Respondent’s default on July 12, 2022
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The Center appointed George R. F. Souter as the sole panelist in this matter on July 18, 2022. The Panel
finds that it was properly constituted. The Panel has submitted the Statement of Acceptance and
Declaration of Impartiality and Independence, as required by the Center to ensure compliance with the
Rules, paragraph 7.

4. Factual Background
The Complainant is an international network of financial services firms providing services under its trademark
BDO since 1963. It has over 88,000 employees, operating from 1617 offices in 167 countries. Its revenue is

over USD 11.8 billion, over 2 billion of which emanates from the US.

The Complainant is the proprietor of over 350 registrations of its BDO trademark, including US registration
number 4854142, registered on November 17, 2015.

The disputed domain name was registered on May 21, 2022, and resolves to a parking page. The disputed
domain name was used in connection with an employment/phishing scam.

5. Parties’ Contentions

A. Complainant

The Complainant alleges that the disputed domain name is confusingly similar to its BDO trademark,
comprising its BDO trademark in its entirety, together with merely descriptive or non-distinctive elements.

The Complainant alleges that the Respondent lacks rights or legitimate interests in the disputed domain
name, in particular, to the best of the Complainant’s knowledge, the Respondent is not generally known by
the disputed domain name, and the Respondent has never received permission from the Complainant to use
its trademark in connection with a domain name, or otherwise.

The Complainant alleges that the disputed domain name was registered in bad faith, and is being used in
bad faith.

B. Respondent

The Respondent did not reply to the Complainant’s contentions.

6. Discussion and Findings
A. Identical or Confusingly Similar

The Panel finds that the Complainant has sufficient rights to its BDO trademark for the purposes of these
proceedings, and recognizes that the Complainant’s extensive use of its BDO trademark will have resulted in
the Complainant having acquired significant common law rights to its BDO trademark.

It is well established in prior decisions under the UDRP, with which the Panel agrees, that a generic
Top-Level Domain (“gTLD”) may generally be disregarded when comparing a trademark with a disputed
domain name. The Panel considers the gTLD “.online” to be irrelevant in the circumstances of the present
case, and finds that it may be disregarded here.

The Complainant’s BDO trademark is clearly recognizable in the disputed domain name, rendering the
disputed domain name confusingly similar to the Complainant’s trademark, and the mere addition of the
geographical term “USA” and the corporate entity descriptor “LLP” do not detract from this finding.
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Accordingly, the Panel finds that the Complainant has satisfied the requirements of paragraph 4(a)(i) of the
Policy in connection with the disputed domain name at issue.

B. Rights or Legitimate Interests

It is the consensus view of UDRP panels, with which the Panel agrees, that a prima facie case advanced by
the complainant will generally be sufficient for the complainant to be deemed to have satisfied the
requirement of paragraph 4(a)(ii) of the Policy, provided the respondent does not come forward with
evidence demonstrating rights or legitimate interests in the domain name and the complainant has presented
a sufficient prima facie case to succeed under paragraph 4(a)(ii) of the Policy.

The Respondent did not advance any claim of rights or legitimate interests in the disputed domain name to
rebut this prima facie case.

Furthermore, the nature of the disputed domain name, incorporating the Complainant’s well-known BDO
trademark, carries a risk of implied affiliation. See WIPO Overview of WIPO Panel Views on Selected UDRP
Questions, Third Edition (“WIPO Overview 3.0”), section 2.5.1.

Accordingly, the Panel finds that the Complainant has satisfied the requirements of paragraph 4(a)(ii) of the
Policy, in connection with the disputed domain name.

C. Registered and Used in Bad Faith

The Panel is of the view that the finding that a respondent has no rights or legitimate interests in a disputed
domain name can lead, in appropriate circumstances, to a finding of registration of a disputed domain name
in bad faith. The circumstance of the present case, in which the Panel regards it as self-evident that the
Complainant’'s DBO trademark was deliberately appropriated in the disputed domain name are such that the
Panel concludes that a finding of registration in bad faith is justified, in connection with the disputed domain
name and so finds.

The disputed domain name resolves to a Registrar parking page, and states, among other promotional
content, “Welcome to bdousallp.online / This domain is registered, but may still be available. If you're
interested, try our Domain Broker service”. In addition the disputed domain name was used to perpetuate a
hiring/phishing scam using the name of a real employee of Complainant.

The Respondent registered the disputed domain name to trade off the reputation and goodwill of the
Complainant. The Panel finds that the use of the disputed domain name for a corresponding email address
to create a false association with Complainant and to perpetuate a phishing scam under the guise of an offer
of employment with Complainant constitutes bad faith pursuant to paragraph 4(b)(iv) of the Policy.

In the circumstances of the present case, where any commencement of use of the disputed domain name
would, automatically, entail implied affiliation to the Complainant, the Panel considers that a finding of use in
bad faith is clearly justified, and so finds.

Accordingly, the Panel finds that the Complainant has satisfied the requirements of paragraph 4(a)(iii) of the
Policy.


https://www.wipo.int/amc/en/domains/search/overview3.0/
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7. Decision

For the foregoing reasons, in accordance with paragraphs 4(i) of the Policy and 15 of the Rules, the Panel
orders that the disputed domain name <bdousallp.online> be transferred to the Complainant.

/George R. F. Souter/
George R. F. Souter
Sole Panelist

Date: August 1, 2022
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