
WIPO VACANCY ANNOUNCEMENT No. P1915 

WORLD INTELLECTUAL PROPERTY ORGANIZATION
GENEVA

PROFESSIONAL CATEGORY CLOSING DATE FOR RECEIPT OF APPLICATIONS: June 23, 2008

Position title:

Information Security Engineer

Level (Grade)

P.3

CCOG

1327
1.A.05

Duty Station

Geneva

Date for entry on duty
\

As soon as possible
after closing date

Duration of appointment
Fixed-term contract for

two years, with
possibility of extension

Organizational unit:
Information Security Section

IT Division
Office of Strategic Planning and Policy Development and the

WIPO Worldwide Academy
______________________________________________________________________

Principal duties

Under the supervision of the Head, Information Security Section, the incumbent has the
following duties:

(a) implement appropriate procedural and technical access control mechanisms, in
compliance with the WIPO Information Security Policy and standards;

(b) perform security assessments and vulnerability testing and make recommendations
for corrective actions;

(c) draft security specifications for specific platforms and applications;

(d) perform architectures and applications reviews;

(e) ensure security monitoring and logical access control;

(f) participate in responses to information security incident response and investigation;

(g) provide information security technical expertise to IT and the other business sectors;

(h) assist the Head of the Information Security Section and perform other tasks as
required.

This vacancy is open to applicants of either sex. Applications from
qualified women candidates are encouraged. The conditions governing
employment are defined in the Staff Regulations and Staff Rules of WIPO.
They follow generally those of the United Nations common system, and
include tax-free salary and allowances, five-day week, annual leave of 30
working days, participation in pension scheme and medical benefit
scheme. WIPO staff members may be assigned to any activity or office of
the Organization.
___________________________________________________________

Qualifications required

(a) University degree in mathematics, engineering, or related discipline.

(b) At least six years of professional experience, with practical experience
in information security or related field, including TCP/IP network services,
network security architecture, users and services administration, Internet
services, Unix, Microsoft and Novell system administration, firewall and
VPN technologies.

(c) Experience in vulnerability testing and security assessments.

(d) Expert knowledge of industry standards and technologies
(authentication, encryption, tunneling, messaging, web services, etc.).

(e) Previous experience as a developer (e.g. C, C++, Java, Perl, PHP, shell
scripting, etc.) is essential.

(f) Experience in security incident handling and investigation. Good
knowledge of computer forensic techniques is an asset.

(g) Good technical documentation writing skills would be an advantage.

(h) Security certifications such as CISSP, Check Point CCSA and CCSE,
IBM CSA, HP CSA would be an asset.

(i) Excellent knowledge of English is mandatory; good knowledge of
French is an asset.

Nationality: other qualifications being equal, preference is given to
candidates who are nationals of one of the Member States of WIPO and the
candidates from regions of the world from which the number of WIPO staff
is insufficient.
Age limit: less than age 55 at the date on which the appointment takes
effect.
Medical examination: initial appointment is subject to a satisfactory
medical examination.

The position is graded at level P.3 and carries at that level net base salary per annum from US$ 56,145 to US$ 75,234 (with dependants) or from US$ 52,408 to
US$ 69,943 (without dependants). Appointments from outside the United Nations common system are normally at step 1 of the grade. Salary increments are subject to
satisfactory service. Post adjustment, which is subject to change without notice, on initial salary step is, per annum: US$ 53,682 (with dependants) or US$ 50,108
(without dependants). Salaries and allowances are paid in Swiss francs at the official rate of exchange of the United Nations. The Organization reserves the right to
make an appointment at a grade lower than that advertised.
Applications: If you wish to apply, you can download the application form from our website address, as indicated below. If you do not have Internet access, you
should write to the Human Resources Engagement and Development Section for an application form. Before submitting an application form, please read carefully the
Guidelines for Applicants. Applications must be accompanied by a cover letter stating the reasons for applying and relevant experience to the post.
A separate copy of the application form should be submitted for each competition. In all correspondence, please quote the vacancy announcement number indicated
above (in this case: P1915).
Application forms, duly completed and accompanied by a passport-size photograph, must reach WIPO by the closing date, as indicated above.
Address: Please address your application to the Human Resources Engagement and Development Section, WIPO, 34, chemin des Colombettes, 1211 Geneva 20,
Switzerland; Tel.: +41 22 338 91 11; Fax: +41 22 338 98 20; e-mail: staff.engagements@wipo.int ; Internet: www.wipo.int

Date of issue of the vacancy announcement: April 28, 2008


