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OverviewOverview

� Digital evolution - e-commerce and intellectual property
� Migration of intellectual property to the Internet
� Challenges
� Emerging issues

� domaindomain namesnames
� digitaldigital rightsrights managementmanagement

� WIPO’s role and response



IntellectualIntellectual PropertyProperty SystemSystem -- RoleRole

Global Population

Digital Society

Electronic Commerce

Intellectual Property



“Knowledge-based“Knowledge-based economy”economy”
u Internet and e-commerce

-- scalescale andand speedspeed
valuevalue -- forecastforecast forfor onlineonline transactionstransactions isis US$6US$6 trilliontrillion inin 20042004
usersusers -- 665665 millionmillion inin 2002,2002, forecastforecast forfor 11 billionbillion inin 20052005

u “information economy”
u Internet as a source of information

-- valuevalue inin intangiblesintangibles
software,software, text,text, music,music, filmfilm andand ITIT == IPIP worksworks

– ‘network‘network ofof networks’networks’ isis communicationcommunication channelchannel
– businessbusiness assetsassets intellectualintellectual,, asas opposedopposed toto physicalphysical capitalcapital



IntellectualIntellectual PropertyProperty onon thethe
InternetInternet

• ‘digital economy’ ‘information age’
– valuevalue inin intangiblesintangibles andand intellectualintellectual (not(not physical)physical) capitalcapital
– ‘click‘click andand mortar’mortar’ businessbusiness modelsmodels
– changingchanging wayway wewe consumeconsume informationinformation
– changingchanging businessbusiness modelsmodels forfor productproduct deliverydelivery
– intellectualintellectual propertyproperty (IP)(IP) ideallyideally suitedsuited toto digitizationdigitization
– migrationmigration ofof IPIP toto thethe Internet:Internet: software,software, e-publishinge-publishing ofof

newspapers,newspapers, scientificscientific andand medicalmedical publications,publications, copyrightcopyright inin
webweb pages,pages, musicmusic filefile sharing,sharing, webcastingwebcasting andand InternetInternet radio,radio,
videovideo onon demand,demand, digitaldigital filmfilm andand TVTV



IPIP inin aa knowledge-basedknowledge-based economyeconomy

u need for strong intellectual property protection?
-- toto encourageencourage creatorscreators && nationalnational culturalcultural developmentdevelopment
-- toto enableenable personspersons worldwideworldwide toto exploitexploit theirtheir IPIP rightsrights
-- toto supportsupport locallocal && foreignforeign investmentinvestment
-- toto sustainsustain e-commercee-commerce growthgrowth

u role of WIPO
- mandatemandate toto protectprotect andand promotepromote IPIP
-- dual-oriented..dual-oriented..



NewNew ChallengesChallenges
u Nature of the Internet

– globalglobal (packet(packet switchingswitching ISPs)ISPs)
– anonymousanonymous
– multifunctionalmultifunctional
– specificallyspecifically unregulatedunregulated

u Policy challenges ...
u Legal challenges ...



PolicyPolicy ChallengesChallenges
u Regulation and governance

-- nono overalloverall regulationregulation oror effectiveeffective controlscontrols
• specificspecific legislationlegislation
• judicialjudicial regulationregulation (e.g.,(e.g., LicraLicra v.v. YahooYahoo,, FrenchFrench courtcourt foundfound YahooYahoo

violatedviolated FrenchFrench lawlaw byby allowingallowing FrenchFrench citizenscitizens toto viewview auctionauction sitessites
displayingdisplaying NaziNazi memorabilia.memorabilia. USUS FederalFederal JudgeJudge foundfound thethe
US$13,000US$13,000 aa dayday finesfines werewere unenforceableunenforceable asas unconstitutional)unconstitutional)

(e.g.,(e.g., GutnickGutnick vv DowDow JonesJones,, AustralianAustralian HighHigh CourtCourt allowedallowed USUS
InternetInternet publisherspublishers toto bebe suedsued forfor defamationdefamation inin VictoriaVictoria overover
materialmaterial publishedpublished onon aa US-basedUS-based site)site)

• technicaltechnical regulationregulation (e.g.,(e.g., cryptography,cryptography, DRM)DRM)

-- conflictconflict withwith territorialityterritoriality ofof IPIP systemssystems
-- speedspeed ofof changechange challengeschallenges traditionaltraditional policypolicy makingmaking



PolicyPolicy challenges...challenges...
u Global development

-- onlyonly 10%10% ofof world’sworld’s populationpopulation isis onlineonline
-- ‘digital‘digital divide’divide’

• 37%37% Americas,Americas, 31%31% Asia,Asia, 29%29% Europe,Europe, 1%1% AfricaAfrica
• greatestgreatest growthgrowth inin developingdeveloping countriescountries (Latin(Latin America,America, AsiaAsia --

usersusers inin AsiaAsia PacificPacific expectedexpected toto reachreach 236236 millionmillion inin 2004)2004)
• moremore thanthan 63.5%63.5% ofof usersusers areare non-nativenon-native EnglishEnglish speakersspeakers

-- needneed forfor informationinformation infrastructureinfrastructure
• physicalphysical -- affordableaffordable telecommunications,telecommunications, bandwidthbandwidth (broadband),(broadband),

computercomputer hardwarehardware andand softwaresoftware
• intellectualintellectual -- skilledskilled technicaltechnical know-how,know-how, publicpublic awareness,awareness,

language,language, educationeducation andand consumerconsumer confidenceconfidence
• governmentalgovernmental -- effectiveeffective governmentgovernment strategy,strategy, competition,competition,

financialfinancial supportsupport andand positivepositive legallegal frameworkframework



LegalLegal ChallengesChallenges
� Take one company: a company in Beijing starts an online

business - providing media & music content on the Internet

� Concerns:
– securingsecuring worldwideworldwide rightsrights toto multimediamultimedia contentcontent
– registeringregistering aa domaindomain namename withwith correspondingcorresponding trademarktrademark rightsrights
– enteringentering electronicelectronic agreementsagreements (disclaimers(disclaimers toto limitlimit liability)liability)
– technologicaltechnological measuresmeasures forfor securitysecurity ofof content,content, anti-circumventionanti-circumvention
– datadata andand privacyprivacy issuesissues
– anonymityanonymity andand authenticityauthenticity
– consumerconsumer protectionprotection issuesissues
– questionsquestions ofof jurisdictionjurisdiction && applicableapplicable lawlaw toto defenddefend oror assertassert rightsrights



LegalLegal challenges..challenges..
“the digitization of everything not obstinately

physical”
John Perry

Barlow
u Digitization ‘bits and bytes’

– IPIP ideallyideally suitedsuited toto digitizationdigitization
– intangibles…intangibles… perfect,perfect, instant,instant, infiniteinfinite copiescopies
– globallyglobally distributed,distributed, transient,transient, morphablemorphable
– worldwideworldwide piracypiracy –– increasingincreasing withwith bandwidthbandwidth
– increasingincreasing challengechallenge toto IPIP ownersowners



InternetInternet piracypiracy
� SoftwareSoftware industryindustry

-- ChineseChinese softwaresoftware piracypiracy raterate estimatedestimated atat 92%92%

� MusicMusic industry:industry:
-- 200,000200,000 unauthorizedunauthorized musicmusic sitessites onlineonline (Napster,(Napster, Grokster,Grokster, Aimster,Aimster,

KaZaa)KaZaa)
-- totaltotal worldworld piratepirate musicmusic marketmarket worthworth US$4.3US$4.3 billionbillion annuallyannually
-- moremore thanthan 40%40% ofof allall CDs/cassettesCDs/cassettes areare piratedpirated copiescopies
-- developmentdevelopment ofof legitimatelegitimate onlineonline musicmusic servicesservices (MusicNet,(MusicNet, pressplay,pressplay,

iTunes,iTunes, Rhapsody)Rhapsody)
� FilmFilm industryindustry ::

-- 400,000400,000 -- 600,000600,000 illegalillegal downloadsdownloads perper day,day, andand increasing…increasing…
(costing(costing HollywoodHollywood studiosstudios US$3.5US$3.5 billionbillion annually)annually)
e.g.,e.g., MatrixMatrix ReloadedReloaded waswas availableavailable daysdays afterafter itsits simultaneoussimultaneous

worldwideworldwide theatricaltheatrical releaserelease



CostCost ofof piracypiracy
� impact of piracy:

�greatestgreatest victimvictim isis locallocal cultureculture
�profitsprofits channelledchannelled intointo organisedorganised crimecrime
�restrictsrestricts investment,investment, growthgrowth andand jobsjobs

(copyright(copyright industriesindustries inin thethe USA,USA, forfor example,example, accountaccount forfor 5.2%5.2%
ofof GDPGDP –– US$535US$535 billion)billion)

� world’s largest pirate markets:
�ChinaChina (90%(90% ofof thethe market),market), Russia,Russia, Brazil,Brazil, Indonesia,Indonesia, Mexico,Mexico,

Italy,Italy, Spain,Spain, Taiwan,Taiwan, Poland,Poland, GreeceGreece

� burden of enforcement:
-- musicmusic industryindustry bodybody –– IFPI-IFPI- inin 2001,2001, removedremoved 1,0601,060

unauthorisedunauthorised peer-to-peerpeer-to-peer (P2P)(P2P) musicmusic services,services, 28,00028,000 piratepirate andand
filefile transfertransfer protocolprotocol musicmusic sites,sites, 2.82.8 millionmillion simultaneoussimultaneous P2PP2P
users,users, andand 700700 millionmillion unauthorisedunauthorised musicmusic filesfiles fromfrom thethe InternetInternet inin
5151 countriescountries



LegalLegal challenges...challenges...
u Enforcement

– detection,detection, anonymityanonymity andand privacyprivacy
– technologicaltechnological protectionprotection measuresmeasures (DRM,(DRM, watermarking,watermarking,

digitaldigital signatures,signatures, encryption)encryption)
– alternativealternative disputedispute resolutionresolution

u Jurisdiction
– wherewhere isis ‘where’‘where’ onon thethe InternetInternet
– multi-jurisdictionalmulti-jurisdictional
– applicableapplicable lawlaw andand choicechoice ofof lawlaw
– disputedispute resolutionresolution andand enforcementenforcement ofof judgementsjudgements

e.g.,e.g., LeLe GrandGrand SecretSecret
e.g.,e.g., e.g.,e.g., nicolekidmannude.com,nicolekidmannude.com, wiposucks.comwiposucks.com



EmergingEmerging IPIP IssuesIssues
u Trademarks

– metatags,metatags, framing,framing, deepdeep linkinglinking
– cybersquattingcybersquatting

u Copyright
– musicmusic distributiondistribution

• filefile sharingsharing viavia MP3,MP3, Napster,Napster, KazaaKazaa
• newnew legallegal subscriptionsubscription servicesservices (itunes,(itunes, MusicNet,MusicNet,

Emusic.com,Emusic.com, Pressplay)Pressplay)

u Patents
– patentablepatentable subjectsubject mattermatter (hyperlinks),(hyperlinks), businessbusiness methodmethod patentspatents

u Databases
– suisui generisgeneris oror otherother formsforms ofof protectionprotection



InternetInternet domaindomain namesnames

u disputes in the Internet domain name system
-- domaindomain namesnames areare commerciallycommercially valuable:valuable:

attractattract thethe publicpublic toto theirtheir business’business’ webweb sitessites
-- domaindomain namesnames areare uniqueunique andand global:global:

oneone namename operatesoperates anywhereanywhere inin thethe worldworld (vs.(vs. thethe
territorialterritorial publiclypublicly regulatedregulated trademarktrademark system)system)

-- domaindomain namesnames maymay bebe registeredregistered withoutwithout verification:verification:

first-come,first-come, first-served,first-served, quicklyquickly
u Limited options for dispute resolution (buy the name, vary

the trademark, mutual website links, or litigation)



WIPOWIPO InternetInternet DomainDomain NameName ProcessesProcesses

u First WIPO Process (1999)
- addressedaddressed conflictsconflicts betweenbetween trademarkstrademarks andand domaindomain

namesnames
- fast,fast, conductedconducted viavia onlineonline andand regionalregional consultationsconsultations
- recommendedrecommended UniformUniform DisputeDispute ResolutionResolution PolicyPolicy

(UDRP)(UDRP)
u UDRP adopted by the ICANN took effect December 1, 1999
u Second WIPO Process (2002)

– addressedaddressed conflictsconflicts betweenbetween domaindomain namesnames andand otherother
identifiersidentifiers



DigitalDigital rightsrights managementmanagement
(DRM)(DRM)

u Purpose of DRM technologies: to describe and
identify digital content protected by intellectual
property rights, and establish rightsowners’ rules for
its use
– metadatametadata appliedapplied atat thethe timetime ofof creationcreation ofof digitaldigital objects,objects,

permanentlypermanently associatedassociated withwith contentcontent
– toto securesecure contentcontent andand enforceenforce usageusage rulesrules
– technologicaltechnological protectionprotection measuresmeasures (encryption,(encryption,

watermarkingwatermarking))
– toto preventprevent infringementinfringement ofof rights,rights, assureassure authenticityauthenticity ofof

content,content, andand preventprevent unauthorizedunauthorized accessaccess toto worksworks inin
transittransit



RoleRole ofof DRMDRM
� DRM promotes creation, storage, use and

remuneration of all forms of intellectual property
� to enhance access to content

– piracypiracy hashas thrownthrown focusfocus onon security/restrictedsecurity/restricted accessaccess
– DRMDRM expandsexpands thethe marketmarket forfor contentcontent
– flexibleflexible meansmeans ofof distributiondistribution andand accessaccess basedbased onon rulesrules
– newnew businessbusiness modelsmodels basedbased onon DRMDRM

� needs interoperability of systems
– developmentdevelopment ofof standardsstandards (proprietary/open(proprietary/open -- MPEG21)MPEG21)

� needs education and awareness raising



LegalLegal frameworkframework forfor DRMDRM
u DRM part of legal e-framework

– WIPOWIPO ‘Internet‘Internet Treaties’Treaties’
� requirerequire PartiesParties toto provideprovide legallegal protectionprotection andand

remediesremedies againstagainst circumventioncircumvention ofof effectiveeffective
technologicaltechnological measuresmeasures usedused byby authors,authors, andand againstagainst
thethe removalremoval oror alterationalteration ofof ‘rights‘rights managementmanagement
information’information’

– implemented,implemented, forfor example:example:
� EuropeanEuropean UnionUnion -- DirectiveDirective ofof MayMay 22,22, 2001,2001, onon

harmonisationharmonisation ofof copyrightcopyright andand relatedrelated rightsrights inin thethe
InformationInformation SocietySociety

� USAUSA -- DigitalDigital MilleniumMillenium CopyrightCopyright Act,Act, 19981998



DRMDRM technologiestechnologies ......

� content identification

� metadata management

� watermarking and fingerprinting

� rights expression languages/ data dictionaries

� authentication of parties and content

� tracking

� privacy management

� payment



PolicyPolicy questionsquestions ......

� implementation of WIPO Internet Treaties
� effect of DRM on copyright exceptions and

limitations (access to public domain
material)

� DRM and private copying levies
� privacy
� jurisdiction and applicable law
� interoperability



WIPOWIPO DigitalDigital AgendaAgenda
1. Broaden the participation of developing

countries through the use of WIPONET and other
means for:

-- accessaccess toto IPIP informationinformation

-- participationparticipation inin globalglobal policypolicy formulationformulation

-- opportunitiesopportunities toto useuse theirtheir IPIP assetsassets inin electronicelectronic
commercecommerce

2. Entry into force of the WCT and the WPPT
before December 2001



WIPOWIPO DigitalDigital AgendaAgenda ......

3. Promote adjustment of the international
legislative framework to facilitate electronic
commerce through:

-- thethe extensionextension ofof thethe principlesprinciples ofof thethe WPPTWPPT toto
audiovisualaudiovisual performancesperformances

-- thethe adaptationadaptation ofof broadcasters’broadcasters’ rightsrights toto thethe digitaldigital
eraera

-- progressprogress towardstowards aa possiblepossible internationalinternational instrumentinstrument
onon thethe protectionprotection ofof databasesdatabases



WIPOWIPO DigitalDigital AgendaAgenda ......

4. Implement the recommendations of the Report of
the WIPO Domain Name Process and pursue the
achievement of compatibility between identifiers
in the real and virtual worlds through the
establishment of rules for mutual respect and the
elimination of contradictions between the domain
name system and intellectual property rights



WIPOWIPO DigitalDigital AgendaAgenda ......

5. Develop appropriate principles with the aim of
establishing, at the appropriate time at the
international level, rules for determining the
circumstances of intellectual property liability of
Online Service Providers which are compatible
and workable within a framework of general
liability rules for OSPs



WIPOWIPO DigitalDigital AgendaAgenda ......
6. Promote adjustment of the institutional framework

for facilitating the exploitation of intellectual
property in the public interest in a global economy
and on a global medium through administrative
coordination and, where desired by users, the
implementation of practical systems in respect of:

-- thethe interoperabilityinteroperability andand interconnectioninterconnection ofof electronicelectronic
copyrightcopyright managementmanagement systemssystems andand thethe metadatametadata ofof
suchsuch systemssystems

-- onlineonline licensinglicensing ofof thethe digitaldigital expressionexpression ofof culturalcultural
heritageheritage

-- onlineonline administrationadministration ofof IPIP disputesdisputes



WIPOWIPO DigitalDigital AgendaAgenda ......

7. Introduce and develop online procedures for the
filing and administration of international
applications for the PCT, the Madrid System and
the Hague Agreement at the earliest possible date



WIPOWIPO DigitalDigital AgendaAgenda ......

8. Study and, where appropriate, respond in a timely
and effective manner to the need for practical
measures designed to improve the management of
cultural and other digital assets at the international
level by, for example, investigating the desirability
and efficacy of:

- modelmodel proceduresprocedures andand formsforms forfor globalglobal licensinglicensing ofof
digitaldigital assetsassets

- notarizationnotarization ofof electronicelectronic documentsdocuments
- thethe introductionintroduction ofof aa procedureprocedure forfor thethe certificationcertification ofof

websiteswebsites forfor compliancecompliance withwith appropriateappropriate intellectualintellectual
propertyproperty standardsstandards andand proceduresprocedures



WIPOWIPO DigitalDigital AgendaAgenda ......
9. Study any other emerging intellectual property

issues related to electronic commerce and, where
appropriate, develop norms in relation to such
issues

10. Coordinate with other international organizations
in the formulation of appropriate international
positions on horizontal issues affecting IP, in
particular:

-- validityvalidity ofof electronicelectronic contractscontracts

-- jurisdictionjurisdiction
***



DevelopmentDevelopment ofof IPIP LawLaw

u ‘Internet Treaties’
-- WIPOWIPO CopyrightCopyright TreatyTreaty (WCT)(WCT)
-- WIPOWIPO PerformancesPerformances andand PhonogramsPhonograms TreatyTreaty (WPPT)(WPPT)

WCTWCT -- inin forceforce MarchMarch 6,6, 20022002
WPPTWPPT -- inin forceforce MayMay 20,20, 20022002
-- ensureensure thatthat rightsholdersrightsholders controlcontrol disseminationdissemination ofof

protectedprotected materialmaterial overover Internet,Internet, includingincluding rightright toto makemake
availableavailable ‘on‘on demand’demand’

-- prohibitionprohibition onon circumventioncircumvention ofof technicaltechnical measuresmeasures
u Audiovisual performers’ rights
u Protection of databases



FutureFuture issues….issues….

� DRM and private copying levies
� public domain
� copyright and cultural heritage
� open source software
� exceptions and limitations (‘copyright balance’)
� duration of copyright protection
� ISP responsibility and liability (notice and

takedown)
� new business models
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