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Protecting Corporate Trade Secrets

Trade Secrets are at the Core of Corporate Innovation.

< Increasingly, corporations are at great risk arising from advancing technology developments and the Post Computer
Age 1(PC ), especially from borderless shared pools of information somewhere in the “Cloud” with Blockchain
overlays.

< Corporate trade secrets are extremely important and valuable:
» Estimated impact of trade secret theft is 1-3% of GDP of U.S. and other advanced countries.

» Trade secret theft is widespread: It is estimated that 50% of employees who leave their jobs in the past year
kept confidential corporate data, and plan to use it at a new job

The Exact annual $$ loss for corporations cannot be calculated, but losses probably in the range of tens of billions of
dollars, not including unmeasurg%le values for intangibles:

Loss of competitive advantage;

Loss of key elements of core technologies;

Loss of company reputation;

Loss of business opportunities;

Loss of customers which would no longer trust your ability to protect their trade secrets;

Loss of profitability, return on investment, etc.;

Loss of shareholder value; and

Loss of valuable/key personnel
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Protecting Corporate Trade Secrets

(] Business espionage threats come from a myriad of sources, including:
Governments;
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Corporations;
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Current and former employees;
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Customers, vendors, partners, and consultants;
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Academia and research institutions (through joint research projects, student access to corporate
R&D; Ph.D. dissertations, etc.);

Media;

Information brokers, hedge funds and “consultant organizations” in what has been commonly
referred to as "insider trading" — not just for stock market manipulation, but black market
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technology brokering; and
< Other.
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Protecting Corporate Trade Secrets

 Examples of confidential information misappropriated from high-tech manufacturing
include:

< Complete process steps;

Trade secrets underlying patent applications;

Invention disclosures;

Trial and error results (showing mistakes made);
Information relating to tech transfer from mother facility to other facilities/plants;
> QR 1nfo;

Employee names, organizational charts, contact information;
Customer information, including customer product specs;
Corporate policies and procedures;

Facility/manufacturing plant designs and layouts; and
Manufacturing equipment designs and layouts
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Protecting Corporate Trade Secrets, ...

d All companies, whether small, medium or large, should create basic/tailored measures to
protect their confidential and other proprietary information, including:

< Establishing a robust ethics code;

< Establishing customized trade secret policy and procedures;

< Installing [sophisticated] IT systems and software with advanced monitoring and
tracking capabilities;

< Establishing and enforce strict controls over removable storage media;

< Imposing [significant] restrictions on the ability of employees, vendors and suppliers to
freely print, copy and distribute proprietary information;

< Imposing controls over employee, vendor and supplier external Internet/web access
< Proper classification and disposal of proprietary information; and

< Creating strong NDA/confidentiality agreements, process and database with all
customers, vendors, supplier and key employees



Protecting Corporate Trade Secrets...

O Tailored measures continued:
< Restricted access to proprietary information on a “need to know” basis only
< Effective employee on-boarding and off-boarding policy and procedures

<+ Enhanced training throughout the entire company, some of which should be mandatory for all
employees, including an e-Learning course on trade secret protection:

Definition of trade secret (including its key elements and the relevant laws)

The worldwide threat of industrial espionage and the serious damages and impacts caused
What new employees should know about trade secrets

What departing employees should know about their trade secret obligations

The consequence of violating trade secret laws; and

Enhanced penalties for violation of corporate policies and procedures, including possible
termination and criminal action by local authorities.

% Create and maintain an internal trade secret database.



The Corporate Trade Secret Ecosystem
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NB — This chart presents
a hypothetical framework
of key elements that a
corporation should
incorporate into a
company-wide trade secret
program. It should be
weaved into the very
fabric of the company.
Each element is
interrelated with the
others.
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Protecting Corporate Trade Secrets

THANK YOU

FOR ANY QUESTIONS, PLEASE CONTACT ME AT:
Dr. Richard L. Thurston
RLT Global Consulting LLC

Email: jingju2021@gmail.com
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