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• Trafficking in “Illicit Streaming Devices” or piracy apps

• Protect foreign works (national treatment and most favored nation)

• Communication to the public right including the making available right.

• Exclusive retransmission right over the Internet.

• Contributory and vicarious or facilitation or authorization liability.

• Simultaneous or near-simultaneous fixation (i.e., live broadcast events shall be protected from 
unauthorized re-broadcast or retransmission so long as an ephemeral copy is made).

• Site blocking, including dynamic (real-time) and flexible (i.e., notification) orders as to 
variances, and covering either single title (e.g., live event) or entire online location.

• Term extension.

• Rework safe harbors so that knowledge or constructive knowledge triggers requirement for 
effective remedial action, and dissolves ‘no facilitation’ defense. 

• TPMs and RMI (WIPO Treaties)

• Camcording (possession of an audiovisual recording device in a cinema/theater)

Piracy Streaming Devices Updates to Copyright Laws for the 21st CenturyUpdates to Copyright Laws for the 21st Century



Piracy Streaming Devices Trafficking in “ISDs” or piracy appsTrafficking in “ISDs” or piracy apps

Anyone who manufactures, creates, imports, loads, distributes, hosts, offers to 
the public, provides, or otherwise traffics in [illicit media devices, products, or 
components, including apps or add-ons], or offers to the public, or provides or 
hosts services related thereto, that:

(A) are promoted, advertised, or marketed for the purpose of infringing 
copyright, or enabling or facilitating infringement of copyright;

(B) have only a limited commercially significant purpose or use other than to 
infringe copyright, or enable or facilitate the infringement of copyright; or 

(C)are primarily designed, produced, or performed for the purpose of infringing 
copyright, or enabling or facilitating the infringement of copyright,

shall be liable and subject to civil (and administrative) remedies. Anyone who 
engages wilfully and for the purposes of commercial advantage or financial 
gain in any of the above activities shall be liable under criminal procedures and 
penalties.
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movie2free.com (piracy) Malware/download

• For local language sites, 6.26% of movie and TV ads were Mainstream, while 93.74% were High Risk.
• Advertising for the gambling industry comprised 16.05% of the high risk ads, and the sex industry, 62.22%.
• Malware and “download” sites were also common advertisers.

High Risk Advertising (Watters study, 2014)
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movie2free.com

High Risk Advertising (Watters study, 2014)



SITE BLOCKING UPDATE BY THE NUMBERS 2018

Updated as of June 11, 2018
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TOTAL SITE BLOCKING #s IN APAC

1,245 sites***
147 judicial; 1,098 administrative

2,006 total domains

* Not including previous sites 
temporarily blocked.

1

3** ** IPSH/PM requested ISPs to block 
three anime and manga sites.

***Not including Japan



Countries with, or Obligated to Have, Measure to Disable Access to Infringing Sites
The Emerging Best Practice



Site Blocking Works to Reduce Online Infringement



Site Blocking Works to Reduce Online Infringement



Site Blocking Works to Reduce Online Infringement



• Since 2010 we have witnessed a proliferation of 
piracy streaming devices - devices being sold that 
illegally provide customers with free access to 
unauthorized motion picture and television content. 

• They are sold through websites, social media (eg
Facebook), retail outlets, or even home delivery.

Piracy Streaming Devices Piracy Devices and AppsPiracy Devices and Apps

• Legitimate boxes such as the Apple TV and Roku TV are designed to prevent the loading of 
applications designed to access unauthorized content.

• Other boxes are not designed as such, and many are marketed and advertised to provide illegal 
access and “cut the cord” (which amounts to obtaining content without permission from the 
creators).



Thailand:

Taiwan:

ongoing case

CRIMINAL REFERRALS: ISDsUse of SB, Criminal Referrals and Knock and Talks to Address Piracy Devices and AppsUse of SB, Criminal Referrals and Knock and Talks to Address Piracy Devices and Apps

Hong Kong: 

ongoing case

ongoing cases

Intellectual Property Court of 
Taiwan has recently criminally 
convicted the five individuals 
linked to the Quan Shi Fu 
Enterprise Company for the 
sale and distribution of 
infringing piracy devices. The 
suspects were sentenced to 
3-5 months in jail.

completed and ongoing cases
Australia and New Zealand: 



Appendix – Piracy Briefers


























