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INTRODUCTION

The Draft E-Commerce Directive and Copyright Notice and Take Down Agreements


The European Commission in its Green paper on Copyright and related rights in the Information Society  (February 1995) stated that diverging approaches among the legislative initiatives of member states could have a substantial adverse effect on the development of "new services". This has been a recurring theme,  echoed most recently in the draft E Commerce Directive which states in recital 4 that “the development of  Information Society services within the Community is restricted by a number of legal obstacles to the proper functioning of the Internal Market….”and in recital 16 that “both existing and emerging disparities in Member States’ legislation and case-law concerning civil and criminal liability of service providers acting as intermediaries prevent the smooth functioning of the Internal Market…”         


There are currently two draft European Directives which have a direct impact on copyright. These are (a) the draft Copyright Directive (COM (1999) 250 final which is intended to harmonise the divergent national copyright legislation of the member states; and (b) the draft E Commerce Directive (COM (1999) 427 final which deals in a horizontal manner (therefore covering copyright) with the liability regime applicable to online intermediaries. 


The key objectives of the draft Copyright Directive are (a) to implement the two WIPO treaties of 1996; and (b) to expand and clarify the scope of copyright in the digital environment. This Directive does not, however, deal with liability for infringement of those rights. 


One of the most challenging copyright liability issue relates to the liability of online intermediaries, such as Internet service providers and telecommunications companies. This is specifically dealt with in the draft E-Commerce Directive which takes a “horizontal” approach to liability; this means it creates a single liability regime for the breach of any type of substantive law on the basis that online intermediaries transmit and host content in “bit” or digital form, therefore they are not in a position to distinguish one type of illegal content from another. The basic aim of the horizontal approach is to create a “clear and uniform general framework to cover certain legal aspects of electronic commerce in the Internal market.” This differs from the approach taken by the US Digital Millennium Copyright Act (DMCA), which deals with both copyright  and copyright-specific liability in the same piece of legislation. The intention in Europe is for both Directives to enter into force seamlessly in order to ensure there is no legal uncertainty (see recital 16a of the draft E Commerce Directive).  


Section 4 of the proposed E-Commerce Directive, the Liability of Intermediary Service Providers, contains a number of basic liability principles. Briefly these are:

1. Article 12 - no liability for mere conduits provided their activities are limited to pure transmission of content. 

2. Article 13 - no liability for caching provided  that the integrity of the cached information and of the technology used by the content providers to protect that information are respected. 

3. Article 14 - limited liability for hosting subject to an obligation "expeditiously to remove or disable access to information" where the host service provider has actual knowledge or awareness of facts or circumstances from which illegal activity is apparent.

4. Article 15 - no general obligation to monitor online services.


The liability exemptions and limitations in section 4 do not apply to injunctive relief.


The only reference in the E Commerce Directive appears in recital 16. This states that the provisions contained in the Directive should constitute the appropriate basis for the development of rapid and reliable procedures for removing and disabling access to illegal information and suggests that such mechanisms could be developed on the basis of voluntary agreements between all parties concerned and should be encouraged by the Member States. Furthermore the proposal sees it in the interests of all parties involved to adopt and implement such procedures. On the other hand the liability provisions should not preclude the development and effective operation, by the different interested parties, of technical protection and identification systems and of technical surveillance instruments made possible by digital technology.


Accordingly, Article 16  requires the Member States and the Commission to encourage the drawing up of codes of conduct at community level by trade, professional and consumer associations or organisations designed to contribute to the proper implementation of Articles 5 to 15, which include also the articles contained in section 4.


Finally, the latest draft of the Directive adds in its new Art. 24 (2) an additional item to be dealt with in the Commission’s report concerning the application of the Directive to the European Parliament, the Council and the Economic and Social Committee (the first due no later than 3 years after the adoption of the Directive), namely an analysis of the need for proposals concerning the notification requirements for notice and take-down procedures and the attribution of liability following the taking down of content.

IFPI’S CONTRIBUTION TO THE WIPO – STUDY ON

PRACTICAL EXPERIENCES ON “NOTICE AND TAKE-DOWN PROCEDURES”

Views from the Recording Industry

Music piracy on the Internet and

enforcement procedures performed by the Recording Industry

Description of the music piracy environment

Today the music industry has to face “electronic music piracy” especially in the form of its repertoire being compressed in the so called mp3 format
 and posted and transmitted globally via the Internet – without the right owners’ authorization and therefore without any payment of royalties to those who originally invested in the creation of the sound recording.

Mp3 is now search term no. 1 on the Internet followed by “sex”. Most of the unauthorized mp3 files are offered on ftp servers and World Wide Web sites. Furthermore we find such files on corporate intranets, university networks with high bandwidth, Internet Relay Chat rooms, Mailing lists and Bulletin Boards.

An additional incentive for swapping popular hits over the Internet was caused by the appearance of portable devices such as the Diamond Rio mp3 player into which mp3 files can be downloaded and are not stuck in the user’s bulky computer anymore.

Furthermore, more and more sound recordings are offered in mp3 format on illegally produced CD-R’s.
 

In this environment Service Providers (SP's) in their various roles as hosting and access providers as well as in their function as mere conduits play a key role as they provide the means to enable the individuals to store, access and transmit the data packages containing unauthorized music files.  Hosting SP’s play a considerable role in providing webspace in order to upload Internet sites offering unauthorized music files: Web pages can typically be posted by means of a dial-up connection to the Internet (via the local SP). Many SP’s provide the space for doing so free of charge as part of their monthly fee or even completely free. An ftp program is usually used to log on to the SP’s Web server. The SP issues a username and password at sign-up time, which are used to log on to the directory where the page, graphics and sound files will be placed. In fact, simple websites can be created in minutes. Access to the Internet is no longer reserved to a technology-savvy elite. 

In the recent past IFPI and the RIAA
 observed the tendency of cable TV users to use their fast TV (broadband) cable modems in order to offer illegally posted mp3 music files.

Difficulties in enforcing record producers’ rights on the Internet

From a legal perspective the WIPO WPPT of 1996 has provided the recording industry with the new making available right as an exclusive right. This right supplements the exclusive reproduction right and is essential and necessary in order to control the posting of any protected recording on the Internet. Whereas the recording industry appreciates this new right and the WIPO treaties’ quick and effective implementation into national law, the enforcement of producers’ already existing rights against Internet piracy leads to major concerns.

I. Notification of the SP

Although IFPI, its national groups and the RIAA have been closed down thousands of sites offering illegally posted files during the last two years Internet piracy has grown instead of having decreased.

This is based on the fact that although sites have been  taken down by the SP's their customers - the site operators - used other webspace provided by another SP to open up their (same) site again.

The take-down procedure can be described as follows– without any formal agreement with the SP’s solely based on the perception that SP's are liable for any copyright infringement
  if they do not take down the infringing content immediately:

· The site is firstly checked in order to identify illegally posted sound files.

· The Service Provider (SP) is identified by looking up its contact details in publicly accessible databases such as Internic, arin, ripe etc.

· Where possible (this is rarely the case) the site operator is identified 

· A cease and desist notification is sent to the SP with the inquiry to disclose the site operator’s contact details and – where possible – also sent to that site operator. The first version sent out has a more educational character whereas – if the SP does not comply – the second version is more demanding and announcing legal steps against the SP should he not comply within 24 hours. 

Usually, the infringing files or websites are taken down within 24 hours upon receipt of the educational notification, in some cases even within 30 seconds. This is also confirmed by Copyright Control Services (CCS) attached Experience Report. The SP’s either delete the infringing content directly or they contact their customers in order to do so. Some SP’s  - e.g. in Canada - additionally warn their customers that violating copyright law is against their acceptable use policies, and that further violations would lead to disconnection of their service.

Therefore this process – as far as the immediate and unbureaucratic deletion of infringing files is concerned- has been proven to be efficient just based on the legal liability rules without the need for any additional agreements. As far as the - by far more important - continious prevention of the particular site operator from his infringing activities is concerned it has been proven to be useless.

II.  Difficulties with the enforcement against the site operators

It was found that the same sites popped up again within a short period of time - this time on different servers. We experienced some cases where a site appeared within hours on another server on another continent. This demonstrates the failure of the notice and take-down system as describe above in communicating only with the SP. It is often not possible to go against the primary infringer, i.e. the site operator who uploaded the sound recording onto the SP’s server without the right owners’ authorization. 

This renders enforcement procedures more complicated if not impossible, since most legal systems require the defendant to be properly identified
 and lacks any deterrent effect on the primary infringer.

Although often asked for their customers’ contact details the SP’s refer to great difficulties in identifying and preventing infringements on their systems. Additionally, SP’s usually refuse to disclose their customers’ contact details by referring to privacy, data protection and secrecy of telecommunication rules. Exemptions from these rules are possible in order to safeguard the prevention, investigation, detection and prosecution of criminal offences
 – and the infringement of at least the record producer’s exclusive reproduction right by illegally uploading the sound recording on the server is in many jurisdictions such a criminal offence. But even in this case the right owner is still left with the cumbersome process of contacting the authorities - such as a court or the police depending on the respective national legislation - in order to urge the SP to disclose the actual infringer’s contact details. 

This result leaves the site operator with the feeling of living in an anonymous and “secure” environment and leaves the right owner with even more difficulties in stopping the infringement and receiving any remedies from the actual infringer. 

An attempt to reach consensus – Examples of  Notice and take-down agreements in the practice

I. Finland

1. Authors’ rights

The Finnish Telecom  operator SONERA (Tele) and the Finish collecting society TEOSTO representing composers, lyricists and publishers concluded an agreement in 1997 which lays out a framework for the usage of copyrighted works on Tele’s servers.

· Tele’s obligations under this agreement are as follows:

Tele has to inform its users about copyright and the respective responsibilities relating to the distribution of copyrighted works via its servers. Furthermore it has to remove from its servers such works of copyright holders represented by Teosto which are hosted on its network without Teosto’s permission, immediately after notification by Teosto.  Should it not act within a reasonable time after having received the notification from Teosto, it undertakes to compensate the collecting society for any losses.  As far as the customer details are concerned, Tele has assured by means of agreement with its customers to ensure that its customers’ personal details will be disclosed to Teosto in the case that such a customer has placed infringing material on Tele’s server.  Should the customer details not be available, Tele will cooperate in discovering the identity of that person as far as it is technically possibly and in accordance with the Finnish legislation.  The parties also agreed to develop a regular reporting system.  

· Teosto’s obligations are as follows:

Teosto participates in the copyright related information and guidance work.  Furthermore it makes sure that before notifying Tele, the copyright holder of the work is a member of Teosto and that Teosto has not granted the permission for the use of the said work.  Also, Teosto will compensate Tele for any loss that is caused by any mistaken removal of the work from Tele’s server.  As far as Tele’s customer details disclosed to Teosto is concerned, Teosto undertakes not to use this information for any other purposes than for clarification whether a license has been granted or to take legal actions.  Finally, Teosto declared to refrain from actively pursuing new legal regulations based on strict liability of service providers in Finland.  Finally, the parties also agreed to cooperate to achieve a feasible introduction of identification in administration systems for the use of works and for electronic licensing payment systems.  

2.  Record producers’ rights
The Finnish IFPI Group has also drafted a Co-operation agreement to be concluded between IFPI Finland and Finnish SP’s (in their function as hosting, caching SP or Access Provider) based on the common understanding that “preventing illegal or unlicensed use of copyrighted material and determining the responsibilities associated with such unauthorised use are the key prerequisites to the development of network commerce”.  This agreement has to be understood as a purely “administrative” agreement. Therefore any responsibility and liability rules stated have to be differentiated from the legal Finnish framework.

The following procedure is foreseen: The right owner tries to license or to end the unauthorized use by immediately contacting the content provider. If he has not been able to license or end the use, the SP will, after being informed of an infringement, take steps within 12 hours to prevent the unauthorized material from being made available to the public. The parties agree that the SP does not have a general obligation to monitor the contents.

The draft lays out the parties’ responsibilities as follows:

IFPI Finland’s responsibility:

IFPI refrains from making any civil/criminal claims against the SP if all of the following conditions are met:

· SP has not known
 about the infringing material stored on its systems

· SP has fulfilled its general obligations defined in this agreement

· SP has followed the methods as outlined in the agreement after having been notified of the infringement

This does not limit IFPI’s right start legal proceedings against the actual site operators. 

IFPI Finland’s liability:

IFPI is responsible for the validity of the infringement notification and has to recover all direct economic damages incurred by the SP should the SP have acted according to that agreement to take down the material on the basis of an invalid notification.

SP’s responsibilities:

· SP shall use its homepage in order to inform customers of copyright and in future customer contracts will include methods for preventing copyright infringements. Within its services the SP will not in any way interfere in the technical methods of protection used by IFPI/member companies or in the methods used to specify protection objects, or prevent their function.

· Upon request, the SP will give IFPI all necessary information for determining the content provider, so that IFPI can contact the latter directly with the purpose of licensing the unauthorized use or asking the offender to stop the infringing action. The SP shall provide IFPI with all necessary information in its possession, including information about the extent of infringements.

· The SP shall remove the infringing material or shall, using agreed methods, prevent access to such material as soon as he has been notified. The SP will terminate its relations with those customers who repeatedly have infringed protected rights.

SP’s liability:

· Should the SP not act accordingly to this agreement, IFPI may start civil and criminal proceedings.

Procedural details:

· SP shall nominate to a list maintained by the Finnish Ministry of Traffic and Communication a specific person whom it has authorized to receive such notifications.
· Notifications “in writing” are also deemed to be such via email/fax
· Notification must be signed, contain IFPI’s contact information, specify the content in question and must give sufficient information to locate the file.
· SP has to confirm the receipt of the notification or explain why he thinks the notification is not complete, false etc.
· Any disputes shall be resolved amicably or by mediation using a mediator approved by the Finnish Bar Association.
II. Argentina

The Argentine Industry Association of Record and Music Video Producers (CAPIF) has started negotiations with the Argentine Chamber of data bases (CABASE) which includes also SP’s on an agreement to solve conflicts on Intellectual Property rights of CAPIF members.

The agreement focuses on SP’s that host third parties’ sites especially offering sound/video recordings for downloading or for distribution in physical form such as on CD-R’s without CAPIF members’ authorization.

The discussed procedure is as follows: Any member who comes across an infringement of his rights reports to CAPIF. The latter checks the exactness of the report and contacts CABASE. This organisation then has to contact the respective member immediately and gives him 5 days in order to explain whether its customer’s activity is justified or to remove the infringing content. Such justification or removal in time leads to a waiver by CAPIF of any action against the respective CABASE member without precluding any enforcement by the particular CAPIF member against the site operator.

If within the 5 days the CABASE member does not come up with a justification or does not remove the content a commission has to be constituted within 3 days consisting of a member of CABASE, CAPIF and a jointly agreed independent individual in order to deal with this case. The failure of this procedure leaves the parties with the freedom to start legal proceedings.

Meetings between the two parties in order to discuss the results and experiences of the execution of this agreement shall take place at least twice a year.



III. Hong Kong

The Hong Kong based IFPI Group has been in negotiations with the Hong Kong Internet Service Providers Association (HKISPA) and is discussing guidelines to “good behaviours”.  These guidelines focus on the prevention of HKISPA’s members to get involved in dealing with copyright infringing material such as unauthorized copies of sound recordings, links to the latter and utility tools to circumvent, remove or alter copyright protection and management information and links to the latter.

Members should appoint a contact person to handle copyright complaints, should remove infringing material and should assist copyright owners in identifying the actual operator of the infringing website. Members should also include in their terms of service or user agreements notices concerning users’ legal obligations to respect copyright and to consider public service messages, warnings, hypertext links to appropriate educational websites. Among the proposed language for such agreements it is proposed that the HKISPA members reserve the right to investigate and limit any exceedingly large amount of ftp transfers on their servers.
 Members may also prohibit, remove and/or block access to any infringing pages, Usenet groups and IRC channels.
US: eBay

On 22/09/1999 US Web auction site operator eBay.com announced that as of 17/10/99 “as a matter of eBay’s policy, music on CD-R (including CD-RW) may not be listed on eBay, unless the seller is the copyright owner and states this in the item description”. This was done after many copies of sound recordings on CD-R and CD-RW
 were offered for sale by private individuals without the respective authorization by the right owners.

UK: The Copyright Advice and Anti-Piracy Hotline Initiative

In the UK the Federation Against Copyright Theft on behalf of the film industry (FACT), the Federation Against Software Theft on behalf of software developers and resellers (FAST) and the Music Publishers Association (MPA) have decided to pursue a more co-ordinated approach to the provision of information and enforcement with regard to the Internet. The Copyright Advice and Anti-Piracy Hotline is thought to be the single contact point for all guidance and reporting of alleged breaches of copyright or trade mark with regard to music, film and software. This is based on the common understanding that it is now possible to produce illegal CD-ROM’s containing a mixture of music, film and software titles. This hotline is seen as the first hotline for intellectual property matters and disputes in Europe.

Feasible solutions for SP’s to block access to illegally posted music files from their servers? – The German Rights Protection System (RPS)

Right owners are often confronted with the SP’s position that technical solutions to deal with unauthorized content were not feasible (see above). It should be noted that Internet Service and Access Providers install and operate routers
. They establish business relationships with each other to determine which will carry the traffic of the other. These sorts of negotiations require that they control the routing computation of their routers to make sure that packets are forwarded only in accordance with the business agreements. The packet forwarding process in the router is not a passive forwarding of the incoming signals. The packet is processed and manipulated by the router before it is transmitted onwards. So the SP’s that purchase and install these routers have a heavy participatory role in the operation of the Internet.

The very recent Rights Protection System (RPS) – developed in Germany - offers SP’s an effective means in order to block access to such infringing files based on the above mentioned role of routers.

I. Introduction and aims of the RPS

RPS is able to analyse the data transmission and to prevent the access of specified URL’s leading to illegally posted music files (but also to other content).

It is a national protection system and enables the enforcement of national law on the Internet. Its aim is to prevent damage through Internet misuse in national territories, to protect copyright holders and stop piracy. The system can be used for multiple uses such as copyright infringement, distribution of products which are illegal under national law (e.g. pharmaceuticals, illegal drugs, arms), enforcement and control of the importing of digital goods in a legal manner in connection with state tax laws and for prevention of acquiring material off the Internet which is illegal under national law (e.g. pornography, hate material).

The system follows the model of “on-border-seizure” which monitors border (data) traffic and provides protections against contents to be illegally “imported”.

II. Functioning of the RPS
The system is based on Novell’s caching system. It works with a negative list of URL’s offering illegally posted music files and analyses from within the caching system every new inquiry to the router table in order to determine if the URL is found in the negative list. Thus the RPS functions as a filter before the router.

If the URL is listed in the negative list access from Germany will be denied. Update to the negative list will occur regularly through secure electronic transmission on an hourly basis. The data maintenance could be handled by a government authorized entity such as the customs office. Updates could also be provided by any other trusted third party. In order to preclude misuses and carelessly negligent proposals the German National IFPI Group considers to exempt SP’s equipped with RPS from liability and perhaps to require that a bond be posted as is done in the border confiscation procedure.

To achieve effective protection in Germany it is necessary to establish it with all SP’s (app. 50-70) with transmission gates to foreign networks. Small SP’s are not disadvantaged because they buy their bandwidth from larger SP’s. For them it is not necessary to install the RPS. RPS works with standard soft- and hardware and is easy to install without additional service needed for the SP’s.

A prototype is now being used and tested with some supportive SP’s. An additional feature of this system is that it provides the SP with a further benefit: With the RPS-part of the caching system greater transmission speed is possible. Costs for similar caching system are estimated to be up to three times as much as with the RPS.

III. Performance of the system

The system is supposed to be in accordance with hard- and software standards for SP’s and thus avoids speed and implementation problems. It brings with the caching function an increase in performance for the SP. Without caching there is a 3 % decrease in performance. One RPS unit is able to simultaneously handle 100,000 user requests. Should the RPS break down there will be no loss in performance of the SP.

Several German Government officials from the Ministry of Justice, Economy and Technology, Cultural Affairs to the Chancellor’s Office have already pointed out their interest in this system. Other National Groups of IFPI have already signaled their interest as well.

Summary and IFPI’s position

How can Internet piracy be efficiently combated and as well prevented? 

Today the Major and Independent record companies and artists are not only benefiting from new business opportunities within the framework of E-Commerce but they are also facing new threats:  The Internet with its typical architecture provides any of the millions of inhabitants in the “Global Village” with the possibility to put protected sound recordings online accessible by any inhabitant without the respective right owner’s authorization and remuneration. It is obvious that this tendency can only be detrimental to the promising and innovative approaches taken by many record companies and artists in order to offer their valuable repertoire online. Any right owner involved in selling music is hit: Be it the composer, lyricist, publisher, singer, musician or record producer.

Private notice and take-down agreements supplement strong liability rules and cannot substitute them

Private notice and take-down agreements do only make sense when there is actually a need for their conclusion.  They cannot substitute a legal framework of liability rules. Basically, the mere appearance of new technological forms of exploitation have never been a reason to change the existing “legal rules of play”. Some adaptations might be necessary in such a way as the DMCA and the E-Commerce Directive clarify and limit liability. But this is and should be based on the continuation of traditional concepts of liability – in particular as regards the standards of knowledge of contributory infringements and the tests of control and direct financial benefits used to affirm vicarious liability. 

It is essential that first of all the right owners are enabled by the national legislation to defend their rights efficiently against any party involved in the illegal exploitation of their rights in Cyberspace. Only on this basis it makes sense to raise the question how private agreements between right owners and SP's in their above mentioned various roles can improve the right owners' situation on a practical basis.

As mentioned above, the enforcement of the exclusive record producers’ rights often meets practical difficulties. In IFPI’s experience today’s notice and take-down procedures work in practice without any formal agreements insofar as the SP take down the infringing file/site as soon as possible. Repressive protection is therefore granted. This procedure turns out not to work for preventive protection as the actual infringing site operator moves his site to another server and continues with his infringement by offering protected sound recordings again to millions of Internet users and therefore prevents the right owner from prosecuting the actual infringer and claiming remedies against him.   

This situation creates an environment that is unbearable for the right owners. Whereas the human and financial resources to search for the actual infringers and to apply for respective court orders for disclosure of the infringer's contact details are limited, the amount of potential pirates on the Internet is unlimited. Notice and take-down procedures can only help in this situation if they are a complement and not a substitute of a reasonable legal framework. 

Although – for the time being - infringing music files are deleted within 24 hours without any formal notice and take-down procedures, IFPI appreciates any discussions  which lead to a way to make the combat against Internet piracy more effective. 

Models such as RightsWatch do not appear to be appropriate as far as the effective combat against the illegal exploitation of sound recordings on the Internet is concerned. As Leonardo Chiariglione (CSELT, Italy) correctly points out
: With telephone subscribers equipped with ADSL
 reaching millions, a new hit illegally posted on a website could be downloaded by millions of users in a few hours before the site is closed down. Once a music file is posted on the web everybody can have it and there is no means to recover it. At that time the value of the music may have been reduced to naught. In another few years the same will happen with the even more “bit-hungry” content such as video. 

Firstly, a reporting system for online users with regard to infringements via a special website, telephone and fax hotline does not seem to be sufficient and efficient enough in order to stop the potential of illegal downloading by the global Internet community as soon as possible. It is too cumbersome and does not keep pace with the increasing speed of transmissions - also of illegal content - taking place via cable modems and other high-speed connections as mentioned above.

I. Internet music piracy is different from child pornography, hate speech  etc.

Secondly, music files illegally posted on websites, 24 hours available for downloading in order to create digital “copies” (there is no difference between the original and the copy anymore) by the millions of Internet users have a different nature than harmful and porn material on which Internet Watch and RightsWatch seem to be based. “Music” is an international “product” which is popular and aimed at crossing borders. Therefore there is a demand to offer it to as many people as possible A music file in itself represents an enormous value being the result of the composers’, lyricists’, artists’ and record producers’ creative and financial efforts. This is different from a porn or hate file: The content is usually hidden and has no value in itself. Child porn files only meet the taste of a fraction of the Internet community.

II. Licensing pirated music files is not an option to stop Internet music piracy

Thirdly, the proposed option of licensing instead of deleting the illegally posted contents is for the time being not an option for the recording industry which as the exclusive right owner wants to control where, when and how its repertoire is posted. 

III. The need for the SP’s co-operation in practice

Finally, the system does not mention the right owners’ need to find out the actual infringer’s contact details from the SP. As stated above, for the enforcement of the record producers’ rights it is essential to get hold of the primary infringer and to prevent him from posting up the files again on another SP’s server.

SP’s should be encouraged to implement self-monitoring systems such as network monitoring tools
.  Together with the right owners they might consider to address suspect activity on their servers. Following this procedure the number of sites making illegally posted music files available could be reduced drastically and would put off the burden from the SP’s to react on a notice from a right owner to take down the music file on a case by case basis.
 Additionally, SP’s have an own interest in deleting illegal mp3 files especially in the now very common ftp (file transfer protocol) format on their servers as they slow down their activity by taking more bandwidth than usual and to encourage traffic on their sites in a legal environment.

Another possibility where SP’s are taking part in preventing copyright infringement in a particular territory is the above mentioned German RPS.

To sum up: Right owners as well as SP’s are facing an environment which equals a department store for luxury goods without any or only few goods in the shop windows. It is understandable and appreciated that SP’s and network operators who are running these department stores ask for access to third parties’ content such as music in order to fill the shop windows of the Information Society with goods they have not produced themselves. Right owners and SP’s have a common interest in the exploitation of these luxury goods – but on a reasonable and secure basis. 

Similar to the “physical world” right owners must have the ability to control their rights efficiently and to prevent any abuse. Any notice and take-down procedures only make sense if there is a practical need for any additional agreements based on the already existing legislation which provides the right owners with sufficient power to defend their rights. These procedures can only be a complement and not a substitute of the legal framework and they should not be perceived as the only channel to engage the SP’s liability. 

The Recording Industry is aware of the high value of its repertoire and appreciates the natural interest by users to exploit this repertoire in Cyberspace as it is being exploited in the physical world. Nevertheless, being the owner of the sound recording rights the record companies are taking the same sensible approach in filling-up the shop windows as in the physical world and are interested in any fruitful discussion with the SP-Industry in order to develop an environment where the legal and secure exploitation of its repertoire can be guaranteed – for the benefit of either industries.

Snapshot solutions are usually ineffective. The basis requirement for such solutions is continious improvement to meet the needs of the particular business by taking into account the need for the detection and prevention of illegally posted files. Such adaptive solutions work only well if they are flexible enough to keep track with the rapidly changing environment for E-Commerce driven by an unprecedented rate of technological change. 

To IFPI a reasonable and efficient notice and take-down agreement should build up on a reasonable liability standard. It should be understood as a pure administrative facilitation of rights enforcement and should contain the following minimum key elements:

· Quickest way to stop any infringement on the SP’s server. For this purpose an agreed procedure similar to the one mentioned in the US DMCA is useful dealing with e.g. 


· the entitled trusted party as sender of the notifications

· the correct addressee within the SP’s entity

· the notification’s content

· the SP’s (immediate
) reaction time

It should be noted that the DMCA-like notice does not establish formal notices as the only procedure for an intermediary to acquire knowledge. There are other means as well such as becoming aware of facts/circumstances indicating illegal activity in the normal course of business. If one can prove that the SP had knowledge the SP will be liable – regardless of the delivery of a formal notice.

· Large coverage as far as the circle of infringers is concerned. As mentioned above the SP should be in the position to disclose the contact details of his infringing customer to the right owner. The above mentioned cumbersome disclosure of the primary infringer’s contact details based on a court or police order could be circumvented – if the national law permits so – by empowering a trusted third party  such as IFPI besides the record producers and SP’s to be the recipient of such data.


· Flexibility to implement automatic detection mechanisms and therefore a more active role of the SP’s in order to detect and prevent infringements. Systems such as RightsWatch might make sense in the future when watermarks implemented in the actual sound recordings allow an automated detection and therefore quicker reaction by the SP’s in order to stop the infringement as soon as possible. The way the audio and video content industries – DVD
 and SDMI
 - have decided to go is by encrypting their valuable content and putting a watermark in it.

An advantage for the implementation of such systems in the world of Cyberspace might be that more than in any other industry, Internet companies depend on standards to ensure interoperability and quick adoption of technology. Standards can actually be seen as a self-regulatory mechanism. 

[See Annex]

NOTICE AND TAKE DOWN –  THE PRACTICAL EXPERIENCE OF THE EUROPEAN INTERNET SERVICE PROVIDER/TELCO SECTORS WITH SPECIAL REFERENCE TO ISSUES OF INTERMEDIARY LIABILITY

I.
Introduction and Regulatory Overview  

This paper is necessarily UK focused, but it will also draw upon the experiences of a number of Internet service providers and telcos (referred to collectively below as “intermediaries”) in other EU member states such as Finland, Holland, Belgium and France. It will focus primarily on practical experiences but will make brief reference to recent case law. It represents my own views, based on my personal experiences over the last 4 years dealing with Internet legal and regulatory issues for BT Internet and Multimedia Services. These may not correspond exactly to the views of BT. In particular I would like to place this notice and take down review in the context of the broader (but still nascent) debate regarding the Internet and self-regulation.  

It has proved extremely difficult to obtain a significant amount of empirical data specific to copyright from the intermediary’s perspective. Unlike in the US where the Digital Millennium Copyright Act 1998 (“DMCA”) now provides the legal framework for a uniform “self-regulatory” notice and take down procedure, requiring, for example, all intermediaries, as defined by the act, to nominate an individual for the purposes of receipt of notices, requiring all notices to meet minimum criteria in order to be “valid” etc., the approach in Europe to date (where no such uniform regime exists) has been necessarily ad hoc and piecemeal. While all large intermediaries (and most small ones) have their own in-house complaints procedures, acceptable use policies and corresponding clauses in their terms and conditions, these procedures are not uniform within the industry - indeed they are fairly disparate. 

Furthermore, such procedures do not generally deal specifically with copyright, rather they simply provide a process for dealing with content complaints - and this will in all but the most clear cut of cases involve the intermediary in making a judgement call, with fingers firmly crossed in the hope that it is a “good” call. If it is not a good call, they currently face unquantifiable exposure in respect of all liability, loss and damage resulting from wrongful take down of the material. Here the situation can be sharply contrasted with that in US, where the DMCA now provides intermediaries with a safe harbour provision which insulates them from liability in the event of wrongful but good faith take down. This is a crucial difference – not only because of the essential (if  incomplete) comfort it affords to intermediaries, but also because of the disincentive to make false or ill- researched notifications. 

This lack of procedural uniformity is also due in part to the “decentralised” nature of the Internet industry. In the UK there are hundreds of small intermediary businesses, many operating with limited resources, no in-house legal support and no clear overview of industry or regulatory developments. The situation is similar in many other member states. If one then considers that each of these fifteen countries has a separate and sovereign legal system - and, crucially, that no transparent mechanism or single forum for collaboration or procedural alignment exists, the current regulatory patchwork is perhaps not so surprising.

The draft Copyright and E Commerce Directives are intended to provide the necessary “harmonised” legal framework with regard to copyright and liability (see introduction). However, it is an extremely moot point whether the latter directive, subject as it is to the constraints of “subsidiarity” can ever achieve the requisite level playing field in Europe (see sections V and VII). Furthermore, even if one assumes the optimum outcome, pending the finalisation of these directives and their subsequent implementation into national law (the latter being some years away), we are presented with a regulatory interregnum and corresponding legal limbo, forced to improvise on a case by case basis and to hope for the best. It is perhaps therefore understandable that many European intermediaries are currently unwilling to go on record regarding their experiences to date of notice and take down. 

This is to be contrasted with the anecdotal evidence which I have received from US colleagues who recount instances of incomplete take down notices which they simply return to sender with a firm refusal to take action until the requisite statutory information and assurances are provided. Such tales are in marked contrast to the panic and consternation which a complex or dubious complaint induces in many European intermediaries, forced to act without any clear guidance as to what amounts to reasonable and sufficient action in such cases.               

Due to the lack of copyright specific information regarding notice and take down I shall also draw on our experiences dealing with disputes regarding other types of material. Given that the European Commission is proposing (correctly in my opinion) a horizontal approach to the question of the liability of intermediaries, these experiences are highly relevant to notice and take down in the context of copyright. Making the right decision in a copyright dispute is arguably no easier nor harder than a similar decision relating to defamation, hate speech or obscene material.  

While some may argue that copyright is a straightforward commercial matter with little scope for doubt or deliberation, I would disagree. Viewed through the eyes of an expert anti-piracy task force, concerned primarily with large scale international piracy, I am sure it frequently is cut and dried. However, as any copyright lawyer can confirm, the friction between copyright as private property right and the public interest is not new, and the Internet has undoubtedly magnified and intensified the existing dichotomy (see section III under What Is Infringement?). While a detailed analysis of that subject is outside the scope of this paper, the fault lines caused by this tension provide the essential backdrop to my paper, for copyright notice and take down is not just applicable to clear-cut cases of piracy and as such is definitely not black and white. Consequently, if we get it wrong in Europe there is a lot more at stake than an equitable liability regime for intermediaries. 

No one can predict the digital future with any certainty and in many ways IFPI and BT are joint hostages to fortune; in the absence of a clear legal and regulatory framework and the corresponding legal certainty which that would afford, both the creative industries and the intermediary and technology sectors have a pressing duty to develop fair and workable solutions to supplement or perhaps ultimately replace the slow and cumbersome procedures of the courts  - whilst nevertheless respecting the essential safeguards built into the judicial system to ensure that justice prevails.      

I therefore welcome this opportunity to compare notes with the International Federation of the Phonographic Industry (IFPI) on our respective experiences of notice and take down - and hope that we can listen to one another with an open mind, learn from each other’s experiences and then take the debate to the next level by identifying joint objectives and seeking opportunities to work together to achieve them.   

II.
Notice And Take Down – The Experiences of  BT and the UK Intermediary Industry 

(i) 
The industry experience

If I had to choose a metaphor to encapsulate the UK intermediary’s experience of notice and take down to date it would be that of a pinball machine, with the intermediary as a battered silver ball, ricocheting constantly between the various pins, these pins representing the fundamental but often conflicting principles of democracy: legality, freedom of expression, freedom of information, privacy, justice and private ownership to name but a few. As Internet gatekeepers, proprietors of the underlying network infrastructure or providers of access to the Net, intermediaries seem to have been cast overnight in the role of moral guardians, legal adjudicators and reserve troops or Internet vigilantes for the law enforcement agencies! We are told firmly by government that the law applies offline as it does online, yet to date no one has offered much guidance as to how it is to be applied and by whom.

To put that in the context of intermediary liability for copyright infringement, it is clear that traditional rules governing strict and contributory or vicarious liability are inappropriate for the digital world, but in Europe they remain unchanged. Under current statutory and case law they may find themselves positioned at either end of the liability continuum - common carrier and publisher. In reality their activities will normally be positioned somewhere in between. Until that changes they will therefore continue to feel pressurised to undertake all of the above roles – which in turn brings them back on a direct collision course with the other democratic pillars of free speech, privacy and so forth outlined above. Furthermore, the entry into force of the Human Rights Act in the UK next year - giving the European Convention on Human Rights direct effect in the UK - is likely to intensify the pressure (see section VI).  

The other key issue is the appropriate knowledge standard, the very cornerstone of contributory liability, which should be applied to an intermediary in order to trigger that liability - and in particular whether constructive knowledge should be part of the notice and take down equation in the digital environment (see section III under What is Knowledge?).

This dilemma is best illustrated by the experiences of BT and the rest of the UK Internet industry in relation to child pornography, where the issue of notice and take down first arose and where some of the hardest lessons concerning what is and is not feasible on open digital networks - and the danger of applying a “constructive knowledge” standard - have been learned. 

It is a cautionary tale which could apply just as easily to copyright (the principles governing secondary infringement under UK law include an analogous knowledge or reason to believe test). Equally it is my contention that the solution which was found is also highly relevant (see section VI).    

In the UK this issue came to a head in mid 1996. After a great deal of media pressure regarding the reported prevalence of child pornography on the Internet, the Metropolitan Police called the UK service providers to a meeting at Scotland Yard and informed them that those offering a Usenet news feed to their customers were, by virtue of the storage of newsgroups containing postings of child pornography on their proprietary news servers, committing several criminal offences including possession and distribution of illegal pornography under applicable UK law (principally the Obscene Publications Acts 1959/1964 and the Protection of Children Act 1978) 

While the police conceded that intermediaries could in the first instance use the defence of innocent dissemination in section 2(5) of the 1959 Act, they were now giving the industry a “blanket” notice that it was in possession of large amounts of illegal pornography in the newsgroups and that consequently the defence was lost. The notice took the form of a long list of newsgroups where they had found regular postings containing child pornography.

This type of blanket notice was feasible due to the formulation of the defence in section 2(5)  which contained a constructive knowledge element, namely: “no reasonable cause to suspect that [the article] was such that his publication of it would make him liable to be convicted of an offence against this section”. As far as the police were concerned, we now had  reasonable cause to suspect what was going on and had a corresponding duty to put a stop to it. The fact that there were already more than 30,000 newsgroups, each with constantly changing content – and that illegal postings were frequently placed in the most unlikely newsgroups – or indeed that illegal postings were sometimes in encrypted form did not strike the police as relevant.

As a direct result of this episode, in the autumn of 1996 the UK Internet industry, with the endorsement of the police and UK government under the so-called “Safety Net Agreement”, set up a public hotline, the Internet Watch Foundation (“IWF”) for the reporting and subsequent swift removal of obscene material found on the Net. This hotline receives complaints about illegal pornographic material from the public, verifies them in accordance with police guidelines and then if necessary sends take down notices to all participating intermediaries. 

This has proved to be a low cost, practical and thus far  successful solution. Perhaps most significantly it has demonstrated the willingness of the intermediary industry to behave responsibly and co-operate in the removal of illegal material from their services or networks. Furthermore, the UK intermediaries have subsequently  worked and continue to work closely with the police and the government under the auspices of the Internet Crime Forum to formulate consistent, technically feasible - and legal - means of tracing the perpetrators of Internet crime and providing their details to authorised parties (see section VI below).  

The IWF model is a good example of a self-regulatory notice and take down procedure developing at grass roots level and then, once seen to be working, being endorsed by other parties (e.g. government and the industry as a whole). The Department of Trade and Industry published a review of IWF in February 1999 (www.kpmgiwf.org) which praised its work, made some recommendations for slight improvement of its performance and basically gave its blessing for the approach to continue. 

ISPA, the Internet Service Provider Association in the UK has also now endorsed the IWF by including a provision in its Code of Practice making compliance with the procedure mandatory for ISPA members. The relevant clause reads as follows:

“5.  ISPA co-operates with the IWF in its efforts to remove illegal material from Internet web-sites and newsgroups.  Members are therefore required to adhere to the IWF procedure, as follows.

5.1.1 Members must register with the IWF to receive notices and provide the IWF with a point of contact.

5.1.2  Members may from time to time receive notices from the IWF requesting prompt removal of specified material from web-sites or newsgroups which those Members are hosting;  provided they are technically able to do so, Members must comply with such notices within a reasonable time and simultaneously inform the originator of such material if such originator is their Customer.

5.1.3  Where requested by the IWF (on behalf of a legitimate law enforcement authority), and where technically able to do so, Members must retain copies of removed material for a reasonable period of time.” 

Compliance is mandatory only to the extent that the sanctions under the code of conduct could apply to ISPA members in the event of breach (failure to comply being a breach). 

Some important concluding observations:  

Compliance with the IWF procedure has provided some comfort to the UK intermediary industry which can assume that, for the time being at least, swift compliance with the IWF procedure is likely to shield them from criminal liability.

Although the Safety Net Agreement stated that compliance with the procedure would protect intermediaries from the risk of prosecution, this has not to date been formalised in law and it is fair to say that UK intermediaries continue to operate without any legal certainty, but significant de facto comfort in the specific area of illegal pornography. 

The ISPA code of conduct and clause 5 in particular may serve as a good example of the type of code envisaged by  article 16 of the draft E Commerce Directive. However to my knowledge it is the only code which currently incorporates an established self-regulatory notice and take down procedure 

 (ii) 
BT’s experiences

Turning to our own experience at BT of making judgement calls regarding notifications of  some types of allegedly illegal content, this is where the going can get tough. Determining a question of law is seldom black and white – although from the perspective of (i) a rights holder who believes his rights are being infringed by the provision of a hypertext link; (ii) an individual believing he is being defamed in a newsgroup; or (iii) an ethnic minority which feels it is the subject of racial hate speech on a web site, there may seem to be no scope for debate.

BT has an internal content policy and complaints procedure pursuant to which we carry out no proactive monitoring, but undertake to review all notifications of disputed content (which we do with the assistance of our internal legal department), make a decision and inform the complainant of our decision. If the case is not clear-cut we usually suspend the customer’s service pending its resolution. To date the most troublesome complaints have related to material other than copyright, however we have also recently had an interesting copyright case. Here are two recent examples, one in relation to defamation and one to copyright.    

1.
Defamation  - the director of BT Internet and Multimedia Services received a letter from an academic claiming that his reputation was being defamed in a number of news articles in several newsgroups and demanding the removal of the relevant articles within 24 hours. Fortunately this letter found its way to the relevant people who immediately inspected the articles in question, formed the view that they were indeed defamatory (luckily the allegations were so extreme that this part of the decision was fairly clear cut) and removed them.

The most difficult issue in this case related to what constituted sufficient action. Due to the technical architecture of Usenet, individual news articles can be replicated and reappear in the same or different news groups even after they have been removed. Luckily in this instance the take down in question satisfied the notifier and we all breathed a great sigh of relief. 

The other significant issue here was the recipient of the notice, namely a BT director. It was just fortunate in this instance that someone in his office read the letter and took the necessary prompt action to find the people who could deal with this, otherwise the 24 hour deadline could well have been missed. In a company the size of BT where a complaint can come in through an almost infinite number of channels (even the free 151 number for reporting telephone faults), the odds of a notice failing to reach the correct destination in time are quite high.  Without a DMCA style provision requiring all intermediaries to designate an agent for receipt of notices (such names then being posted on the US Copyright Office web site) - and a corresponding requirement on notifiers to send notices only to this named agent, the problem of determining what constitutes adequate notice is further exacerbated.

Since this case, the UK has of course had its first judicial decision regarding Internet defamation, Laurence Godfrey v Demon Internet Ltd. (Preliminary ruling, March 1999). The facts were similar to those set out above, save that Demon failed to remove the offending articles until several weeks after it had been requested to do so. The judge held that for this reason Demon could not avail itself of the defence in section 1 of the Defamation Act 1996 that it took reasonable care in respect of the publication and did not know or have reason to believe that what it did caused or contributed to the publication of a defamatory statement.    

The full implications of this preliminary decision are not yet clear, however it should be noted that although in this case the fact that Demon had notice of the alleged defamation was not in dispute, this case illustrates specifically the problems with section 1 of the Defamation Act which shifts to the intermediary the onerous burden of deciding whether the material is defamatory or not and, more generally, the common conundrum faced by an intermediary when forced to balance the risk and cost of leaving disputed material online and being sued or removing the material and face damages for breach of contract from its customer. Indeed these decisions in the UK will soon become even more fraught when article 10 (Freedom of Expression) of the European Convention of Human Rights takes direct effect in the UK by virtue of the Human Rights Act next year. Thereafter any bad judgement calls regarding defamation may have even more serious repercussions.

2. 
Copyright – BT received a copy of a letter before action to a BT Internet customer from a record company purporting to represent a successful band and alleging that the customer was offering to the public pirate MP3 files of a number of the band’s recordings. The letter made several statements regarding the recording rights which were “certainly” being infringed and the music publishing rights which were “possibly” being infringed. It required the customer to immediately cease its activities and required BT to take down the site within 24 hours. In this case the customer took the offending material down before BT was required to take further action (we would in the first instance have suspended the customer’s account while we investigated).

However, measured against the minimum notice criteria as set out in the DMCA, this letter before action would have scored very poorly indeed – and any intermediary in the US would have been quite within its rights to send it back requesting more information and to refuse to take any action in the meantime. 

In the light of the last case BT is currently formulating a standard form notice which it plans to display on the relevant home pages of its services and to which it will refer all future notifiers in the event of an insufficient notice. While this may not appear to be ground breaking, but rather a matter of common sense, it is for the time being a brave step, precisely because we have no guidance regarding what constitutes “adequate” notice. If we were deemed, therefore, to have “constructive” knowledge from receipt of the original notification,  we could ultimately be penalised for the failure to take action sooner and face higher damages to compensate for any loss that may have resulted from that delay. 

Interestingly one of the largest pan European intermediaries currently has an in-house notice and take down regime covering copyright which generally requires the notifier to give it an indemnity to cover possible wrongful take down. It then “hides” the material by technical means (rather than actually removing it) until the dispute is resolved. In my opinion the request for an indemnity is entirely justified, not least because it affords the intermediary more comprehensive protection than the US safe harbour type provision (assuming of course that the party giving it is of sufficient financial standing). It is also by far the most effective means of discouraging bogus or ill-researched claims of infringement (also of benefit to legitimate rights holders who might otherwise be subject to deliberate sabotage attempts by competitors) and in my opinion intermediaries should be entitled to refuse to take any remedial action without an indemnity.

(iii) 
The experience of European industry

ISPA is a member of EuroISPA, the European umbrella organisation for all the national service provider trade associations. Six of EuroISPA’s member associations now have codes of practice (and two more soon will have). This encouraging progress is undoubtedly due in part to the European Commission’s Action Plan on Promoting Safe Use of the Internet, adopted in December 1998 (www2.echo.lu/iap/)

This action plan has provided an EU framework for co-ordinated development of measures to combat child pornography, the one issue which always unites member states regarding the need for concerted and speedy action.     

However the most striking industry development to date is the emergence of a number of hotlines operating in the member states (currently seven member states have some form of hotline) with very different legal and constitutional bases. Here are a few examples: 

The UK: see the IWF model outlined above; the hotline makes the decisions, using law enforcement guidelines. 

Holland: the long established Dutch hotline (Meldpunt) which deals with the reporting of child pornography and racism, is now being supplemented by a broader notice and take down procedure outlined in the code of conduct of NLIP (the Dutch service providers’ association)  whereby intermediaries are obliged to accept reports regarding all types of content on their services but rather than investigate the reports, they tell the complainant to get in touch with the appropriate authority and at the same time they inform their customer that there has been a complaint and remind them of their contractual obligations not to break the law (but they do not give out any customer details to the complainant). Apparently it has not received any reports regarding copyright to date.       

France: “Point de Contact” is operated by the French service provider association, the AFA. The hotline deals only with illegal pornography and racist material. The primary role of the hotline is to educate users of the legal position regarding these types of material and to refer them on to the relevant intermediary or to the law enforcement authorities, depending on whether the user wishes to secure removal of the material or  to report the alleged offence to the police. In many ways it therefore fulfils more of a co-ordination role and it does not itself make any judgement calls regarding the legality of the material reported to it.     

Belgium: in May 1999 a Co-operation Protocol was agreed as between the Belgian ISP Association, the Minister of Justice (head of the judicial police) and the Minister of Telecommunications. Under this agreement the intermediaries do not monitor their services and simply pass on reports they receive of alleged illegal material to the judicial police. The judicial police then decide whether or not to investigate and the intermediary simply complies with its instructions. The first quarterly evaluation report detailed 911 complaints, and 388 subsequent investigations. Of those complaints, 7 related to copyright, 3 to racism, 13 to spamming, 5 to forgery, 2 to privacy, 2 to fraud, 3 to hacking and 315 to child pornography. 

In these countries the proposal that intermediaries should exercise any degree of subjective judgement regarding the legality or illegality of content has to date been dismissed as private justice and hence as unconstitutional. 

In the UK the government arguably takes a more flexible approach – but here too there are still many fundamental questions regarding the long term status, accountability and funding of IWF which the UK government had thus far neatly side-stepped. These issues need to be addressed as a matter of urgency, particularly in the context of international harmonisation or collaboration – for the DMCA “direct notice” model whereby a private individual or company can submit a valid notice requiring remedial action, would presumably also fall under the rubric of private justice from the point of view of  many member states and would therefore be deemed fundamentally incompatible with the European approach (if one uniform approach ever emerges).

In the revised recital 16 of the current draft of the E Commerce Directive there are several brief references to notice and take down; in particular, it is suggested that member states should encourage “the development of rapid and reliable procedures for removing and disabling access to illegal information” and it suggests that these “could be developed on the basis of voluntary agreements between all the parties”. However I would submit that the Directive needs to give member states more guidance as to how these procedures should develop, for example by setting out the requirements of a valid notice and by stipulating that a notice can come from a competent authority, a recognised industry body, or from a private person or company if it meets the agreed requirements. Failing this, one must question whether in countries such as Belgium, Holland or France, a self-regulatory approach such as that incorporated in the DMCA would ever be constitutionally viable (see section V below).

III.  
Does Notice and Take Down Satisfy the Knowledge and Control Test? 

From the intermediary’s perspective this is the crucial question. In my opinion the DMCA has gone a long way to ensure that actual notice and subsequent take down of material from an intermediary’s servers’ will satisfy the respective tests, however this is not currently the case in Europe.

In the context of copyright there are three separate questions which need to be explored: what is knowledge, what is infringement and what is control?

(1) 
What is knowledge?

I have already outlined in some detail the practical difficulty which BT has faced in grappling with the question of what constitutes knowledge for the purposes of triggering potential contributory liability. Establishing a reliable means of pinpointing knowledge is in my opinion the most pressing and challenging of tasks facing Europe. With regard to notice and take down, the key issue is whether an intermediary can ever be reliably put on notice by facts and circumstances from which infringement should be apparent, or whether it needs to be given actual notice specifying the infringement.

Many rights holders contend that actual knowledge is too narrow a test, as it will encourage intermediaries to avert their eyes and do nothing should they stumble upon clear evidence of illegal material, sometimes referred to as “red flags”. 
The problem with the constructive knowledge - or red flag - test  is that while powerful preconceptions persist regarding the scale and nature of the Internet (it is not a finite group of mainframe computers, but a collection of  computer networks interlinked to form one vast global open network) and no guidance or clear body of case law regarding what constitutes constructive knowledge in the context of the Internet, this duty to “keep a look out” could insidiously become a monitoring duty – with intermediaries doing spot checks of content on their servers just to be on the safe side. The serious civil rights implications of this are, I hope, obvious. 

Last year BT was involved in discussions with a number of rights holder representatives (including IFPI) which looked, inter alia, at the red flag issue. Our discussions highlighted precisely the type of misconceptions regarding when a given activity on the Internet (1) should come to the attention of the service provider “in the ordinary course of business” and (2) might reasonably put them on notice of copyright infringement. 

Here are a few of the examples of red flags which were put forward, together with our responses, which may help to illustrate the problem.  

Conspicuously suspicious site or operator names: 

This is a highly subjective concept. There are now several hundred thousand Web sites and the number is growing daily. Should intermediaries employ staff to proactively search the Web for sites with names which they consider to be suspicious? Site names may be totally misleading – for example MP3.com is a totally legal site, notwithstanding that many rights holders claim MP3 is synonymous with piracy.  This also ignores the well known Internet phenomenon of “displacement”; to counter the possibility of any monitoring activities, it is common to place material in an area where one would not expect to find it. This is particularly prevalent in the case of newsgroups; for example illegal pornographic pictures have been posted in alt.binaries.pictures.asparagus.

Regarding false operator names or details no valid examples could be put forward.

Transfer of large data files/heavy use of  bandwidth:
This is an arbitrary criterion and one which could not reasonably put an intermediary on notice of infringing activity. Whilst certain ISPs already block the posting of large binary files to newsgroups for operational reasons (i.e. to save bandwidth) there is no question of them investigating the nature and content of such files,  rather this process is fully automated. Indeed, were intermediaries to conduct arbitrary spot checks on such files, this would almost certainly amount to unlawful interception of private communications.

Sites containing a large number of audio (e.g. mp3) files: 

While this would certainly indicate to an intermediary that the site offers audio content, it has no means of knowing whether the use of those files is authorised. Furthermore, this would once again require the intermediary to proactively monitor sites and look for such files. Irrespective of the civil rights issues, this would be totally impracticable. To put this task into some perspective, for newsgroups alone (presently numbering around 33,000 English language groups, but still only a fraction of the number of web sites) BT estimates it would currently need 1500 employees to effectively monitor this content on a 24 hour basis.    

Encouragingly, these discussions eventually produced a certain amount of common ground, in particular by identifying areas where it was vitally important for intermediaries and rights holders to work together. While both sides acknowledged the potential for new rights protection and watermarking technologies to assist in the tracing of infringing material on the Internet, it was also acknowledged by both sides that such technologies are not yet close to being standardised and that there was a pressing need for technical collaboration. Furthermore, deployment of such technological measures would also raise serious data protection and consumer protection issues which would first need to be resolved. Therefore it was agreed that early collaboration between rights owners and intermediaries was necessary to explore ways in which such technology might assist in identifying illicit uses of works in networked environments and to assess the technical, legal and economic implications of such measures (see section IV).

It should be noted that although the DMCA does include a constructive knowledge test in relation to hosting services, I would submit that it is significantly narrower that the corresponding standard in article 14 of the draft E Commerce Directive, for the DMCA at least offers guidance as to what will NOT be constructive knowledge. This guidance comes from the details which a notice must provide in order to be valid; under section 512 (c) (3) (ii), if the notice is incomplete, then the intermediary is not required to take any action. In other words it is put on enquiry rather than notice and at this point its only obligation is to attempt to get the further particulars necessary to make it valid. Therefore if a notice, albeit incomplete, does not constitute “facts or circumstances from which infringing activity is apparent” then arguably it is hard to imagine a “red flag” situation which could meet this test.      

While the draft E Commerce Directive contains a “no monitoring” provision in article 15,  I would contend that this may not be a foolproof safeguard while it is effectively subject to the constructive knowledge element in article 14 and in the absence of the DMCA type of provision outlined above.    

Interestingly, in ongoing discussions with the UK publishing industry regarding notice and take down for copyright infringement, the publishers were unanimous that a set of agreed minimum criteria for a valid notice was essential to afford legal and procedural certainty to both sides and minimise the scope for confusion and argument. This pragmatic approach was extremely welcome and I hope that one of the deliverables of our ongoing discussions will be a mutually agreed standard form notice.

(2) 
What is infringement?

As observed at the outset of this debate, copyright infringement is not a cut and dried matter. Rather, it frequently involves complicated questions of fact and law. Furthermore I believe that the traditional complexity of infringement is exacerbated by a new generation of online issues which will make the judgement calls even harder. 

First, pending the finalisation of the draft Copyright Directive and its implementation into the national laws of the member states, the scope of the new digital rights - and of the exceptions to them - is not clear. Furthermore, whilst it may be a simple matter in the real world to look at a picture, or a video, or listen to a recording and say "yes, this is a copy of an identifiable creative work", it is not that easy when the material is not in a human recognisable form.

In the digital environment the "copies" which intermediaries are dealing with are simply bit streams or digital files.  They may not even be complete representations of the relevant work and they may be encoded in various formats and/or encrypted.  It is therefore both a non-obvious and non-trivial step to even confirm that a collection of digital bits does carry a reproduction of a creative work. Even if a digitised work is converted into a form such that it is recognisable as a copy, it does not automatically follow that the underlying work is necessarily subject to copyright protection, let alone that the copy constitutes an infringement.

If the work is subject to copyright (something an intermediary cannot confirm merely by establishing that the digitised work is a representation of a creative work), then the next questions which arise are "Who owns the copyright?" and "Is this digitised copy made pursuant to an authorised use, or legal exception?" ; if authorised, what was the extent of the authorisation and did it cover digital reproduction or distribution. The copyright owner is the only person who can confidently take a position on these matters and, even then, the case may be arguable if there is a dispute over the application of licence terms or legal exceptions.

In addition, rights disputes are likely to become more common as between competing interests, for example artists disputing that their recording contracts with their record companies cover online distribution rights.  Alternatively there may be confusion regarding whether or not a rights holder representative body is in fact authorised to represent a given copyright holder, as more and more rights holders take back their digital rights preferring to retain full control over them. Finally, pending clarification of the precise scope of the rights and while notice and take down procedures are ad hoc and unconstrained by procedural safeguards such as those contained in the DMCA, is easy to imagine situations where false claims are made by parties simply out of malice or to sabotage a competitor’s activities. 

IV. The  Scandinavian experience

An example of a copyright specific notice and take down procedure already in action is the agreement which has been drawn up as between a Scandinavian telco and  music collecting society. Under this agreement the telco agrees to take down material upon receipt of notification of infringement from the collecting society. Apparently this procedure has been used very infrequently to date, possibly because under the agreement the collecting society is liable for any damages arising from a false claim. However the telco reports that the notices received to date have caused it significant difficulties.

Although the agreement states quite clearly that the telco undertakes to remove from servers under its control such works of copyright holders represented by the collecting society which are on the network without the society’s permission, one notice received recently listed 40 URLs containing allegedly pirate MP3 files. When the telco checked these URLs  it discovered that only 4 sites were actually hosted on it servers, the rest being merely hypertext links imbedded in documents on its customer’s site to other sites containing alleged pirate material. In this instance the telco took down the material on its servers but refused to take action regarding the links on the basis that that it could not take any effective action to prevent its customers linking. First, this would require manual removal of the hyperlinks from the customers’ web pages, as it would be disproportionate to take down an entire site just because one link on one page was allegedly infringing – and even this action could cause the customer’s site to crash.  Second, what if the customer then replaced the links with the underlying URL details – or simply encouraged his friends to check out a particular site? Where would the telco’s obligations end?          

In my opinion their refusal was clearly the correct course of action given the clearly defined parameters of the agreement.  

However the question of whether the provision of hypertext links can constitute secondary infringement is hotly debated, with expert legal opinion divided and inconsistent case law already emerging. That subject is well beyond the scope of this paper, however suffice to say that intermediaries are the least appropriate parties to adjudicate on this issue. Yet for the foreseeable future in Europe they will be forced to do so (not so in the US where under the DMCA the intermediary benefits from a liability limitation for search engines and hyperlinks.)  

If links are indeed found to be infringing activity, then what constitutes sufficient remedial action by the intermediary is another puzzle remaining to be solved (see below).

(3) 
What is control?

The Scandinavian experience illustrates the current difficulty of defining the parameters of “control” – and the corresponding parameters of what constitutes reasonable and proportionate remedial action by the intermediary. 

This raises the vexed question of what is technically and economically reasonable and proportionate if any liability limitations are to be conditional upon the intermediary taking the necessary remedial action.  

I would contend that the only “reasonable and proportionate action” within the control of the intermediary is the take down of material on its servers. However it is often presumed to include the blocking of access to material originating from another jurisdiction.

The technical definition of  “blocking” is the automatic barring of access to specified material by preventing transmission over a network of the digitised packets making up that material. Content transmitted over the Internet is broken into many individual data packets.  Each packet contains certain identifying information including the IP address of the server from which the content originates.  One item of content, e.g. an MP3 file, may well be broken down into lots of separate packets which may all take a different transmission route over the Internet before reaching their destination. In order to work, blocking must prevent arrival of all individual data packets making up the blocked content to the user requesting access. Currently it is only technologically possible to block content by reference to the origination IP address (i.e the IP address of the server providing/hosting the content). It is then necessary to identify the IP address to be blocked at the relevant gateway and to check all incoming material against an IP address blacklist: any requests to access the listed IP address will be blocked. All requests by users to access Web content will pass via an intermediary’s gateway to the network and it is on their technology that the blacklists and ‘look up’ functions could be implemented.

Does blocking amount to “reasonable and proportionate” action?

There are a number of factors which strongly suggest that blocking would not pass a reasonableness and proportionality test.

1. 
Cost: Blocking would be a very expensive activity to set up (e.g. the cost of look up computers and extra buffers to store packets while they wait to be checked). Any obligation on an intermediary to implement this type of technology would have very material cost implications thus putting up the price of Internet access which would negatively impact take up of Internet services more generally.  Furthermore the process of checking origination/destination IP addresses introduces delays into the overall transmission time.  As the list of banned addresses increases – as it inevitably would given the ease with which pirate web sites can be moved - the look up times would increase exponentially and substantial delays would set in, making the Internet unattractive to users.

2. 
Blocking an IP address blocks all the other information on that server.  It is important to note that several web addresses could share the same IP address, so that the amount of information blocked could be very substantial.  It also means that perfectly legitimate content could be blocked which could have legal consequences for the intermediary carrying out the blocking as well as the general harm caused by the practice of “censoring” legitimate content.

3. 
Blocks can be evaded  Users can easily evade a block by using anonymising web services (designed primarily to enable anonymous surfing) which download the page and then ‘forward’ it to the user  In this way, the original address of the material has been lost and blocks will be ineffective.  Pirate suppliers can therefore easily move their content to another server to evade a block.  Some have called for the outlawing of anonymising services for the reason that they can facilitate illegal activity by safeguarding the perpetrator from being identified.  However, there are many reasons for anonymity, including political reasons;  anonymising services are used by dissidents under oppressive regimes for example.

Blocking is also likely to be a very temporary solution to the problem; it will almost inevitably result in displacement of the content - either by removal of the content to another site or by changing the site’s IP address. Finally, blocking is limited to content on web sites – it cannot deal with content distributed by e-mails.

It is worth noting here that the DMCA expressly includes blocking as a possibility in relation to the injunctive relief which may be sought from a “common carrier” type intermediary. However, all injunctions granted under the DMCA remain subject to the traditional four step injunction test; this weights the effectiveness of the injunction, the burden on the service provider, the technical feasibility and the availability of less burdensome remedies. The view of one major US telco and major Internet backbone (underlying network) provider was therefore that blocking as described above would be viewed by any US court as unduly burdensome. Another major US service provider contends that a blocking order in the US is not possible if other legal material would be blocked in the process.

IV. 
Notice and Take Down - The Clearinghouse Model (“Rightswatch”) 

Some time ago BT, being acutely aware of these unresolved issues, had the idea of applying the IWF model described above to copyright. In other words the key function of RightsWatch as we envisaged it would be to act as a type of self-regulatory hotline and clearing house for receipt, verification and onward distribution of notices of copyright infringement. The possible benefits of this approach are set out in more detail below.  

This idea is now being taken forward by a number of companies and organisations (including Optimum Media Direction, Imprimatur Services Ltd, Telia, Denton Hall solicitors and the University of Florence) which have formed a consortium and submitted a bid to the European Commission for match funding for the RightsWatch proposal. Most significantly from the rights holder perspective the consortium also includes the MCPS/PRS or MCOS alliance  - that is the joint mechanical and performing right collecting societies in the UK for music publishing. Their decision to get involved at this early stage is a very encouraging development which demonstrates their commitment to working together as the best means of resolving some of these complex issues.

The proposal incorporates the hotline, but has also identified a number of other key deliverables, including a forum to discuss and possibly agree on issues such as industry codes of practice, standard wording for terms and conditions, online dispute resolution mechanisms, collective indemnity insurance, user education initiatives, the standardisation of rights management and protection tools (taking account of the data protection and consumer protection issues arising from such tools) and the possibility for international co-operation as between different notice and take down regimes. These may seem ambitious objectives, however the draft E Commerce Directive calls for a number of these measures (see Recital 16). Furthermore, Article 16 expressly urges industry to draw up codes of conduct in conjunction with the users; the participation of users in the RightsWatch forum is a high priority. 

We currently await the decision of the European Commission regarding the bid, which I understand will be made very shortly. 

Turning briefly to the “core” hotline function, here are a few of the possible benefits of this approach:

1.
It would resolve the issue of  what constitutes sufficient or reliable notice for the purposes of intermediaries, who must necessarily remain wary of bogus claims that there is infringing material accessible via their services/ networks. As they would be hoping to rely on compliance with the notice and take down to avoid liability, certainty regarding a “valid” notice would be desirable.

2. 
It would clarify and determine the parameters of “take down”– as yet an ill-defined concept as noted above - through dialogue and collaboration between rights owners and intermediaries. 

3. 
It would not alter or diminish a copyright owner’s existing right to sue for infringement of copyright if that were their preferred course of action. The self-regulatory route would merely be an optional procedure which copyright owners could choose to use as a quicker, simpler and more effective alternative to legal proceedings. Equally, copyright owners would retain the option to request that an intermediary remove material which they believed infringed their copyright, although as already noted this remains unsatisfactory without more guidance as to what constitutes “valid” notice and without a safe harbour type provision implemented at national law level. 

4. 
RightsWatch could act as a conduit for the purposes of receiving, verifying and forwarding notices to all IPSs and would be in a position to grant the ISP industry at large an indemnity (as it would be insured for such an eventuality). Furthermore, RightsWatch has already identified an insurance company wishing to work with it to explore the insurance issues further. For example RightsWatch might cover its own indemnity insurance by seeking a contribution from all participating rights holders. In this way the cost would be spread evenly across the industry and individual rights holders would not have to give separate indemnities to an intermediary being required to take down material.  

5. In the digital world, time is of the essence to ensure damage limitation; often the removal of material before numerous digital copies have been made is actually the primary concern of the copyright owner. RightsWatch could act as a fast-track means of ensuring swift removal of infringing material (where technically feasible) by all participating ISPs  - ideally within hours of its reporting.  Some rights holders have suggested that on the contrary they would envisage such a procedure being overly bureaucratic and causing delay, however that has certainly not been the experience of IWF – indeed it has streamlined the process greatly. 

6.
It could examine the feasibility of international co-operation to combat copyright infringement. Here again there is a precedent, namely the Commission sponsored INHOPE project which is developing  procedures for co-ordinated international action against illegal pornography on the Net. The territorial nature of copyright (and the inherent fallibility of blocking) arguably makes this type of co-operation increasingly important.  

V. 
Comparison with DMCA Model

The main distinction as between the DMCA and the proposed RightsWatch model is that in the first instance the notice goes direct to the intermediary, whereas in the latter instance it goes via a third party body. In the absence of a uniform European notice and take down procedure, I would submit that the latter allows for more certainty and consistency, as the hotline will be manned with copyright lawyers who will develop expertise in handling online infringement cases, whether clear-cut or more complex. Arguably they will be far better qualified to make judgement calls regarding infringement than a random employee of an intermediary. 

The DMCA procedure has a number of safeguards which effectively remove the judgement element from any take down by an intermediary.  However in my opinion even the DMCA “direct notice” model does not totally eliminate the threat of large and powerful organisations pressurising smaller players or private individuals. Once a notice which is on the face of it valid is served on an intermediary, it will immediately take down the offending material and then inform the customer and the customer may then send a counter notice in its defence. However, if the customer is a much smaller player (possibly in my earlier “who owns the digital rights?” dispute), they may simply bow to the larger player because they do not have the resources to fight it or, in the case of private individuals, because they are not aware of the legal defences available to them.  

In many EU member states, for example France, Holland, Belgium, suspicions regarding any form of so-called “private justice” are evident and these need to be addressed. They are not necessarily addressed by the RightsWatch concept either; I have no preconceptions in this regard, however I do believe that many useful lessons will be learned from conducting the pilot and this in turn can inform the ongoing “statutory regulation versus self-regulation debate”. 

While BT and many other European intermediaries favour the third party model, to some extent our preferences are irrelevant, as we should in the first instance turn our attention to the question of what model will be acceptable to most member states in the EU. Theoretically there may well be scope in Europe for both models to co-exist with one another and with existing judicial procedures and legal remedies - for legal redress will always be the ultimate sanction and indeed remains so in the DMCA model in the form of injunctive relief. The DMCA is itself a hybrid solution, formalising what is in effect a self-regulatory procedure within a legislative framework.

However the hotline developments which I have outlined (see section II) indicate that there is no consensus amongst member states in this regard. The view in some European jurisdictions is clear – there is no question of legal decisions being made by anyone other than a public authority. Yet one must seriously question whether those authorities are adequately equipped in the short to medium term to deal with online copyright infringement in a timely, consistent and pragmatic manner. Certainly they will still need to grapple with the three fundamental questions regarding notice and take down which I have outlined above. 

In my opinion the need to respect the legal sovereignty of member states should not prevent the Commission from laying the foundations for a framework which can accommodate a number of different regulatory and self-regulatory models whilst still offering guidelines regarding what constitutes a valid notice, as the DMCA has done, to ensure that there is adequate legal certainty irrespective of which model is adopted; for ultimately whether a notice comes from a private individual, a company, a self-regulatory body, a law enforcement authority or a court need not matter, provided the notice is such that the intermediary knows that it can be relied upon with impunity. The other piece of the jigsaw which the Commission should therefore provide at this stage is a DMCA style safe harbour provision to protect intermediaries from damages in the event of good faith wrongful take down.   

VI.
Notice and Track Down

Rights holders understandably view notice and track down (that is finding the individual responsible for the infringement) as an important adjunct to take down – and are calling for a strengthening of their rights to facilitate the disclosure of customer details to them in the course of legitimate infringement investigations. While on the one hand intermediaries do not object to the development of streamlined procedures for tracing the perpetrators of primary infringement, as it would allow rights holders to focus increasingly on extracting remedies from the primary infringers, they are only too aware of their other legal constraints.  

Here the intermediary once again finds itself uncomfortably caught between the competing exigencies of assisting with legitimate attempts to trace criminals on the one hand and its contractual and statutory confidentiality and privacy obligations to its customers (for example the Data Protection Act 1998 – “DPA”) on the other. It is sometimes suggested by rights holders that intermediaries simply use the privacy argument as an excuse for not co-operating. The facts would tend to suggest otherwise.

There are two questions which need to be answered; 

1. 
Do intermediaries have the technical wherewithal to store the requisite data? Regarding the first, the London Internet Exchange (LINX) has produced a very detailed best practice statement on traceability which outlines the network and server technology which intermediaries should operate in order to, for example, store log information for sufficient time to permit the tracing of the infringer and retain the evidence (see www.linx.net/noncore/bcp/). 

2. 
Assuming they can store it, can they legally disclose it? The essential question here is whether intermediaries are ever entitled to hand over such information to a private individual or organisation (for example the Federation Against Copyright Theft) without a court order. The UK service providers have been working with the Association of Chief Police Officers, Home Office and Data Protection Registrar representatives under the auspices of the Internet Crime Forum, to produce guidelines which will expedite the tracing of the infringers by clarifying the extent to which intermediaries may legally disclose information to the police or other law enforcement agencies for those purposes. 

In the UK the DPA sets out the basic position, namely that it is a criminal offence to disclose personal data, as defined by the Act, without a court order. Section 29(3) sets out some limited exemptions from this basic prohibition. However these are very strictly drawn and put the burden of proof that the disclosure was justified on the intermediary. The basic justification under section 29(3) is that the police have requested this information because it is necessary for the investigation of a crime. The problem is that compliance with the request is totally at the discretion of the data holder. Therefore if it transpires that the request was not justified (for example because the police were on a “fishing expedition”) but the intermediary has nevertheless complied with it, the intermediary will face the risk of criminal prosecution. Understandably this makes intermediaries reluctant to remove any information without very strong evidence. 

The civil liberties bodies are still more reluctant for intermediaries to disclose personal data in any circumstances other than pursuant to a court order. In the autumn of 1998 it became widely known that intermediaries were in discussions with the police concerning these issues (under the auspices of the Forum) and this caused an uproar from both civil liberties organisations and the press, notwithstanding that the main aim of these discussions was in fact to standardise procedures, require a declaration from the police regarding the need for the information and thereby ensure that intermediaries were not deluged with unjustified requests for log data under 29(3).

One national newspaper wrote regarding the revamped section 29(3) form: “ The problem for ISPs is not that they object to court orders or police search warrants being used when they are asked for evidence of serious Net-related crime, but that the threat of disruptive police raids is being quietly used to obtain more extensive information, without legal powers or adequate justification.” (The Guardian, 17/9/98). The same article quoted the UK Data Protection Registrar as saying that section 29(3) was “intended as an exceptional measure and not as a routine tool….it should not be seen as an easier approach than a court order – information can only be released on a case by case basis. Fishing expeditions are not allowed.”

In November 1998 the UK civil liberties organisation Cyber Rights and Cyber Liberties reacted to the news of the Forum and its proposed “good practice guidelines” by encouraging Internet users to send a standard form letter to their service provider querying their involvement with the Forum and stating inter alia that “I want to let you, my Internet Service Provider, know that I regard all traffic data and related information as confidential including the following: the content, origin, destination and timing of my email messages (sent and received), including the details of any newsgroups to which I subscribe and the details of messages received from or posted to them. Moreover, information about web sites visited, FTP activities and IRC usage by myself or any members of my family through my account through the connection you provide and details of login and connection time” (www.cyber-rights.org/privacy/letter.htm).                     

Anyone who dismisses this as an extreme position would do well to think again; the Internet Use Privacy Forum, a new forum set up in the UK in September 1999 contends that intermediaries owe a duty of confidentiality to their customers (either implied or made explicit in contracts). As such, information cannot be released other than when legally required (i.e. on a warrant or equivalent); since 29(3) is merely an exemption from prosecution following a voluntary release, the duty of confidentiality overrides this. This argument is supported by the right of privacy in the Human Rights Act which will come into force next year, the precise implications of which for existing UK law have yet to be fully considered. 

Given that the DPA 1998 implements the Data Protection Directive of 1994, the laws in the other member states are likely to be similar (if not more stringent). Furthermore the section 29(3) procedure applies only to public law enforcement authorities, basically the police. The position with regard to requests from private bodies is therefore still more complex. 

The DMCA on the other hand provides that customer information may be disclosed only upon receipt of a court order or subpoena. Here again US intermediaries enjoy the security of a system which does not require them to make any judgement calls regarding disclosure and does not leave the sword of Damocles of criminal prosecution hovering over them.  

VII.
Conclusion

It will be apparent that copyright-specific notice and take down regimes are, from the perspective of the intermediaries, still in their infancy. However it is clear that many useful lessons have been learned in other areas. What is also evident is that, due to the widely divergent legal systems in Europe, a DMCA style solution is unlikely in the short to medium term. In fact, given that notice and take down has to date been predicated upon a self-regulatory premise (though arguably that need not necessarily be the case) an urgent review of member states approaches to self-regulation is required – and in particular whether they will recognise self-regulatory systems (or hybrid systems comprising both legal and self-regulatory elements).  

I have tried here to be realistic about the issues which need to be resolved before I can embrace notice and take down wholeheartedly and unequivocally as the liability panacea. There is a real need to be alive to the complexity of the issues which notice and take down raises and anticipate some of the problems before they occur. 

Recently the Business Software Alliance (BSA) has spoken of its success with notice and take down. I genuinely welcome this news – for it seems clear to me that rights holders and their representatives are much better placed to identify infringement of their rights on the Internet than intermediaries. Presumably they are also learning a great deal about how to prevent piracy online and this can only be a good thing from everyone’s perspective. However to suggest that because large well funded anti-piracy units are enjoying some success with their own private notice and take down procedures, such procedures are the answer to all our problems would be simplistic to say the least. Returning to my earlier metaphor, rights holders have the advantage of being anchored firmly to one pin on the pinball machine – respect for the law of copyright. 

We therefore urgently need dialogue; this is a constantly evolving situation and there is no place for preconceptions or entrenched lobbying positions. BT believes that an organisation such as RightsWatch can begin to foster such dialogue and become a focus for constructive and organised discussion with clear objectives and deliverables. Both the creative industries and the intermediary and technology sectors have a duty to work this out together, taking due account of the interests of all the stakeholders, including the users. 

I hope very much that many more rights holders will get involved and help shape the future of RightsWatch. In particular I would urge all interested rights holders, or their representative bodies, to join the reference group of RightsWatch, for there are many areas where we can usefully collaborate – not least in relation to the development  of industry codes of conduct and the standardisation of  technical protection tools. Many details remain to be worked out, for example how RightsWatch will interact with the anti-piracy work of bodies such as IFPI and BSA and how to ensure that their procedures are complementary (RightsWatch perhaps concentrating on smaller scale infringements); the related scope of its activity and clarification of its legal status and accountability. This can best be done from the inside. 

To the governments of the EU I would say we urgently need an open debate about this so that the serious implications for the Information Society of inconsistent notice and take down regimes are recognised. If a self-regulatory solution is not acceptable, then what is? Member states need to explicitly endorse or reject the various models outlined above – and in the meantime there should be a moratorium on the passing of new laws in this area.

To the European Commission and other EU institutions I would say please lead the way and make a start by giving member states a clear steer, most immediately by providing more guidance in the draft E Commerce Directive, as outlined above. The principle of subsidiarity states that in areas which do not fall within its exclusive competence, the Community shall take action, only if and in so far as the objectives of the proposed action cannot be sufficiently achieved by the member states and can, therefore, by reason of the scale or effects of the proposed action be better achieved by the Community. For the reasons I have identified, I  believe that the member states cannot currently achieve the level playing field for intermediary liability so urgently needed  in Europe, therefore the EU institutions have a right and a duty to intervene.
At international industry level, the Global Business Dialogue on Electronic Commerce may be one future forum for taking the debate forward; its Liability working group has already produced a paper which has recognised the need to resolve some of the above issues and has laid the foundation for co-ordination and co-operation as between Europe, the US and the Asia/Pacific regions. Helping to resolve these issues should be put at the top of its agenda for 2000. 

My own primary objective going forward is to secure a co-regulatory regime in Europe which means precisely that, with everyone taking their share of the responsibility – including national and European government, creative and intermediary industries, judiciary, law enforcement and users to ensure that  the European development of notice and take down procedures is coherent, effective and takes due account of the challenging social and policy issues faced by the Information Society.

[End of document]
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Copyright Control Services (UK) -  Experiences with 
Notice and Take-down of Pirated Audio Software

Summary

CCS is a private company with clients who are companies making audio software that gets pirated and distributed on the Internet. CCS searches the Internet and locates incidents of copyright infringement of this software and then contacts ISP's worldwide to remove it. This note outlines CCS's experience in carrying out this process in 3400 successful incidents of removing infringements. We provide information describing ISPs' responsiveness, differences due to: territory, language, availability of "abuse" contact, experience, national attitudes, and other categories of interest.

Overview of CCS

· Relevant Activity: Copyright Control Services (CCS) is a UK-based company which, since September 1998, has provided a commercial service to software manufacturers (clients) to search the Internet for clients' pirated software (where copy protection has been defeated by hackers) and have it or links to it removed.

· Current procedure: CCS determines the source of the infringing site or related sites and then formally Notifies the appropriate ISP(s) to Take Down the software and links.

· Notice and Take-down record: So far, CCS has worked with around 1000 ISP's worldwide to take down over 3400 incidents of copyright infringement.

· Legal Actions: In cases of serious infringement, CCS has initiated a number of prosecutions in the US leading to successful settlements or ongoing court cases and additionally provided the German public prosecutors with information leading to a raid on a software hacker. 

· Technology Used: A combination of manual and automated searching tools (some proprietary) allow CCS to search sites with the following protocols: HTTP, FTP, Hotline, NNTP (Usenet), e-mail, IRC, xDCC, etc.

· Type of Infringements: Primary: Infringing software for downloading from site; 
Secondary: Offers of CD's containing software, links to downloadable software on other sites,  redirects to sites containing infringing software, etc.

Main Steps in CCS Notification

1. CCS determines if the ISP hosting the infringing content is one of CCS's existing normal or fast-track contacts, in which case CCS already has the abuse contact details.

2. If the ISP is not known to CCS, CCS obtains information on the ISP and its abuse contact.

3. If public information fails to identify the ISP's abuse contact, then Cccontacts

       ISP directly by phone. 
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4. CCS sends formally structured notice to ISP (DMCA compliant for US). Notice contains CCS and client information, information on infringement, plus a statement of authority. (CCS remains friendly with personal contacts at ISP's.)

5. CCS enters all notification information into proprietary "Baddy Tracker" database.

6.  If required, CCS explains technical means of infringement (e.g. Hotline, IRC, etc.)

7. If site not removed promptly, CCS follows up with phone call and further e-mail.

8. If infringement is significant, CCS considers prosecution and has a subpoena issued to the ISP to release logs and account information to CCS's attorneys.
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Experience Summary: Response of ISP's to notification

Speed of ISP take-down 
following notification
· 1 to 24 hours - if ISP contact is familiar with CCS

· 24 to 48 hours - if ISP contact is not familiar with CCS

What is reasonable notice?
· 48 hours is sufficient.

Questions ISPs may ask before they will take-down a site
· What right does CCS have to ask that a site is taken down?

· Who is CCS? 

· Why are they responsible for what their customers put on the site?

· What are they removing?

Experience Summary:  Statistics

Events or Problems
Frequency

Percentage of infringements removed resulting from CCS requests to take down.
99.9% 

(out of 3400)

Percentage of ISPs presenting language or communication problems
22% 

(Out of 1000)

Percentage of written notices requiring follow up phone calls or e-mails
20% 

(out of 3400)

Percentage of poor quality phone lines to ISP (or no listed phone)
5%

(out of 1000)

Percentage of ISP's refusing to removed "cracked" software sites because of ISP's confusion over ownership.
10%

(out of 1000)

Percentage of Infringements in which Infringer is identified by subpoena or equivalent for prosecution
(Confidential)

Percentage of times CCS has to find better contact at ISP
3% 

(out of 1000)

Percentage of times the whois/internic/etc lookups are unavailable or incorrect
10%

(Out of 1000) 

Percentage of times when ISP contact is inexperienced with process.

(Percentage significantly higher with ftp and Hotline (40%)
5%

(Out of 1000)

Note: Currently, it is mainly in the USA, the European Union and occasionally in Russia that an address/contact is provided for copyright abuse to be reported. Elsewhere accepted channels for dealing with abuse (such as contact addresses with 'abuse@') are rare. When there is no contact for this, the process takes longer or is not done. 
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CCS's Informal observations on ISP's behavior during take-down process

Territorial differences 

Territory
Observation

UK
Cautious of legal process until familiar with CCS

USA
Easiest and fastest because of the DMCA

Netherlands
Prefer to follow the letter of the law; If the infringing software is not on their server they don't like to do anything

Germany
Normally very good response

France
Normally good response

Eastern Europe and China
Most difficult - Language, Some ISP's consider people may be too poor to purchase software and will "look the other way" instead of removing infringements.

Japan
Language difficulties; unfamiliarity with Hotline technology

Australia
Some seem to have a healthy regard for civil liberties and can be difficult

Africa and 
Southern Asia
Not enough incidents to comment

Canada
Very good response

Scandinavia
Good response

Southern Europe
Poor response

Site Types Differences

Site Provider Type
Observation

Free web hosts
Always good and quick at removing infringements 
(except for ISPs in the Far East)

Company run
Fast

University
Fast

Privately owned
Very fast

Backbone
Tends to be slow- often the infringement is taking place on the machine/domain of a customer not listed in whois, internic, etc.

International
Variable response

[End of Annex]
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� 	According to WIPO’s instructions this paper excludes the situation in North Amercia.


�	Audio compression (rate 1: 12) standard formally called MPEG-1 Audio Layer III and developed by Fraunhofer Institute in Germany.


�	Recordable CD’s. IFPI came across the entire Beatles collection compressed in mp3 format together with the respective cover art offered on one single CD-R.


�	Recording Industry Association of Amercia


�	TV cable modems offer extremely high-speed Internet access. Such modems using the existing coaxial TV cable can receive data up to 1.5 million bits per second and can send data up to 300,000 bits per second – far faster than normal modems and ISDN lines. They offer T-1 like speeds, but at a fraction of the high costs of T-1 lines. This means that a full-length sound recording in mp3 format can be downloaded within seconds and not within 5-10 minutes via a conventional modem.


�	For a more detailed global overview on liability rules and court decisions see the following publications by Nils Bortloff: “ISP liability in the EU”, Copyright World October 1997 p. 32seq; “Die Verantwortlichkeit von online-Diensten – Ueberblick ueber den Diskussionsstand in den USA, Kanada, Australien, UK, Frankreich, Schweiz und in Deutschland”, GRUR Int. 1997 p. 387seq; “Neue Urteile in Europa betreffend die Frage der Verantwortlichkeit von Online-Diensten”, ZUM 1997 p. 168seq. 


�	This problem is recognized by the US DMCA. Art. 512 (h) provides a procedure allowing a right owner to obtain a subpoena ordering the SP to disclose the identity of a customer (subscriber) who is alleged to have infringed copyright.


�	See for example Art. 13 (1) (d) of the European Directive 95/46/EC on the protection of individuals with regard to the processing of personal data and on the free movement of such data (Data Protection Directive) of 24/10/1995, L 281/31.


� The agreement is not applicable in the case Tele acts itself as a producer or provider of content.


�	This regulation does not seem to take into account the "constructive knowledge" standard as stated in Art  14 lit. a) of the draft E-Commerce Directive (COM (1999) 427 final) according to which the provider shall also be liable if he is aware of facts or circumstances from which illegal activity is apparent.


�	Exceeding ftp traffic is usually typical for pirated popular sound recordings  “traded” via ftp sites which slows down the SP’s server activities considerably.


�	CD which can be rewritten several times.


�	See also ebay’s Community Standards on offering music, movies and photos at http://www.ebay.com/help/community/png/music.html


�	For details see: http://www.copyright-info.org


�	Routers, which connect networks, perform most of the work of directing traffic on the Internet. They examine data packages that travel across the Internet and examine where the data is headed. Based on the data’s destination, the packet is routed in the most efficient way – generally to another router, which in turn sends the packet to the next router, and so on.


�	David. Clark (Senior Research Scientist, Massachusetts Institute of Technology, Laboratory for Computer Science), “Design and Operation of the Internet”, October 1997, p. 16 (point 3.11). 


�	See his article “Technologies for e-content” p 24 at http://www.cselt.it/leonardo/paper/wipo 99/index.htm


�	Asymmetric Digital Subscriber Line. Of all options for gaining high-speed access to the Internet ADSL is supposed to be the most popular one. Home users get speeds of 1.5 Mbps which is about 50 times the speed of today’s usual 28,800bps modems.


�	It should be noted that the content control is not subject to censorship as not the content itself is checked but the fact whether the right owner has granted a license to upload and make the sound recording available on the Internet.


�	The RIAA is discussing with some free webhosting services in the US means to avoid the constant and time consuming notice and take-down notifications in order to prevent them from hosting illegally posted music files on their servers without putting a major burden on the SP’s. Especially in the case of many homepages offering just one file it is a burden for every SP’s to react to hundreds of notifications per day in order to benefit from the safe harbour clause in the DMCA.





�	It is again pointed out that IFPI experiences reaction times between 24 hours and 30 seconds – without any notice and take-down agreements. 


�	Digital Video Disc


�	Secure Digital Music Initiative
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