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Introduction

The increasing importance of intellectual property in the digital environment does not necessarily imply the development of new international rules. The international framework for copyright in the digital environment is largely in place already, thanks to adoption in 1996 of the WIPO Internet Treaties, the WIPO Copyright Treaty (WCT) and the WIPO Performances and Phonograms Treaty (WPPT).  Focus is now placed on the complexities and challenges involved in implementing these treaties. 

Accordingly, the focus is now on the exercise and exploitation of intellectual property in the new environment.  New licensing schemes and rights management models, and the relationship between intellectual property and information and communication technologies (ICTs) in areas such as the development of standards and digital rights management (DRM), are examples of this new focus on the exercise and enforcement of rights and their connection to technology.  At the same time, the growing role of the user as a dynamic player who interacts with peers and more traditional creators requires new perspectives on the role of limitations and exceptions to copyright and other user privileges, in areas such as freedom of expression and access to information. 

DRM in the Internet Treaties

It was recognized during the preparatory work for the WCT and the WPPT, in the words of one expert, that “the answer to the machine is in the machine”. This “answer” to the problems raised by the “machine” – by the computer and the related elements of information and telecommunication technologies –consists in technological protection measures (TPMs) (such as encryption of the protected material) and electronic rights management information (RMI) (such as digital identifiers).   In this paper, “digital rights management” (“DRM”) is used to refer both to TPMs and RMI.

It was equally accepted at an early stage of the preparatory work that owners of rights should be free to decide whether to apply TPMs and RMI, and if so in what form.  Accordingly, the 1996 treaties require only that “adequate legal protection and effective legal remedies” be available against circumvention of “effective” TPMs and tampering with, removing or altering RMI, when they have been applied by rights owners on a voluntary basis.       


RMI includes as all sort of information used to identify the author and/or owner of a work subject to copyright protection; describe the content; and/or describe rights granted. Metadata expressing RMI can be attached to the copyright work in digital form, can constitute an integral part of the work itself, or can be stored separately and associated with the digital file at the point of access and use. 

TPMs can protect against unauthorized access, on the one hand, and against unauthorized use, on the other, eg through copy-control measures. Access-control TPMs prevent any unauthorized person from gaining access to a copyright protected work.  In the online environment access to protected content is often controlled by an user-identification procedure (i.e. identification with username and/or password). Access controls can also function without active intervention of the user (eg through a set top box for cable TV services).  It is often the case that technologies controlling access are based on encryption, which digitally scrambles content to prevent its use unless descrambled (decrypted) with a proper key.  Use- or copy-control TPMs prevent the making of copies, eg the duplication of CDRs, but can also protect against other infringing acts.  For instance, a DVD can incorporate a TPM that prevents not only its reproduction but also its distribution in a network. TPMs can also be used to prevent streaming of works over the Internet.  Moreover TPMs have achieved a level of sophistication that permits not only technologically preventing a certain act, but enabling it to a certain extent or in a specific manner.  For example, a single personal copy can be technologically enabled, but making further copies from that copy (serial copies) can be prevented.  The use of a digital file can be technologically enabled for a limited period of time, after which the use of the file becomes impossible.  Moreover, transmission of a certain file to specific terminals and devices can be enabled while preventing distribution to others. 

Measures to prevent unauthorized access to or use of works protected by copyright are constantly developing, and the need for ever newer adaptations in response to repeated attempts at breaking , or “hacking” them. Those applied at present are well known:  ‘scrambling’ of cable television signals in order to limit access to paid subscribers, encryption of works or inclusion thereof into a tamper-resistant “software envelope” when transmitted through networks, and application of electronic watermarks to digital content to prevent unauthorized copying (and at the same time enabling the monitoring of such reproductions, itself a form of electronic rights management).    

In order to be protected under the WCT, a TPM must be effective, and this requirement needs clarification.  It seems obvious that it does not mean that, if it is possible to circumvent a TPM, it cannot be regarded as effective.  For a TPM to be deemed “effective”, it is sufficient that, in the ordinary course of its operation, some specific information, process or treatment is necessary for gaining access to the work protected by it, and/or for carrying out an act covered by copyright protection, and that such information, process or treatment may only be available with the authority of the copyright owner.


In several implementations of the 1996 Treaties, protection is afforded against both unauthorized acts of circumvention and the so-called “preparatory activities” rendering such acts possible (that is against the manufacture, importation and distribution of circumvention tools and the offering services for circumvention).  Protection against preparatory activities is particularly relevant as such activities take place in a public sphere, as opposed to the act of circumvention itself, which often will take place in a domestic or private sphere, outside the reach of any effective enforcement. 

It is foreseeable that, in general, acts of circumvention of TPMs will be carried out in private homes or offices, where enforcement will be very much difficult.  In addition to the technical difficulties for trying to control such situations, there may also be objections based on privacy considerations.  Therefore, if legislation tries to only cover acts of circumvention, it may not be able to provide adequate legal protection and effective legal remedies against such acts, which, in spite of the treaty obligations, would continue uncontrolled. 

 Nevertheless, it is still possible to provide such protection and remedies.  In most cases, acts of circumvention may only be performed after the necessary circumvention device or service has been acquired.  Acquisition normally takes place outside the private sphere in the special market place of these kinds of devices and services.  Thus, preventing unauthorized acts of circumvention can also be accomplished by cutting the supply line of illicit circumvention devices and services through prohibiting the manufacture, importation and distribution of such devices and the offering of such services (so-called “preparatory activities”). 

For these reasons, Contracting Parties often provide the required protection and remedies (i) against both unauthorized acts of circumvention and the so-called “preparatory activities” rendering such acts possible (that is against the manufacture, importation and distribution of circumvention tools and the offering services for circumvention); (ii) against all such acts in respect of both technological measures used for “access control” and those used for the control of exercise of rights, such as “copy-control” devices (it should be noted from this viewpoint that access control may have double effect extending also to copy-control); (iii) not only against those devices whose sole purpose is circumvention but also against those which are primarily designed and produced for such purposes, which only have limited commercially significant objective or use other than circumvention, or about which its is obvious that they are meant for circumvention since they are marketed (advertised, etc.) as such; and (iv) not only against an entire device which is of the nature just described but also against individual components or built-in special functions that correspond to the criteria indicated concerning entire devices. 

The specific legal traditions of Contracting Parties will determine how they may guarantee “effective legal remedies” against acts of circumvention and preparatory acts.  It seems obvious, however, that, in general, civil remedies are indispensable (provided in a way that any injured party may invoke them).  Furthermore, criminal penalties may also be needed since the manufacture, importation and distribution of illicit circumvention devices is a kind of piratical activity. 
Copyright Limitations in the Digital Environment   

Under Article 10(1) of the WCT, Contracting Parties may, in their national legislation, provide for limitations and exceptions to the rights granted to authors of literary and artistic works “in certain special cases that do not conflict with a normal exploitation of the work and do not unreasonably prejudice the legitimate interests of the author.”  And according to the Agreed Statement concerning Article 10, Contacting Parties may “carry forward and appropriately extend into the digital environment limitations and exceptions in their national laws which have been considered applicable under the Berne Convention.  Similarly, these provisions should be understood to permit Contracting parties to devise new exceptions and limitations that are appropriate in the digital network environment.” 

Adaptation of limitations to the digital environment is therefore governed by the so called three-step test
, initially expressed in Article 9(2) of the Berne Convention in respect of limitations on the right of reproduction.  Legislation implementing the WIPO Internet Treaties, such as the US Digital Millennium Copyright Act (1998) and the EU Directive on Copyright in the Information Society (2001), has devised new limitations in areas such as temporary reproduction, which are transient or incidental and an essential part of a technological process and whose sole purpose is to enable a transmission in a network between third parties by an intermediary, or a lawful use of a work or other subject-matter to be made.

 DRM and Copyright Limitations and Exceptions

There is a concern that application of TPMs may lead to a situation where users cannot access works without authorization. The term “digital lock-up” is used to describe the use of DRM technologies to make content accessible only upon the content provider’s terms.  “Concerns with digital lock up focus on the unilateral imposition of terms for the use of content; the denial of the use of content in ways sanctioned by the law; and the control of content in which the underlying rights have expired or, perhaps, never existed.”
 

However, it is important to note that the 1996 Treaties refer to technologies used to restrict acts, in respect of works or other subject matter.  TPMs are therefore technologies implemented in relation to digital content that is protected under copyright or related rights.

Moreover the Internet Treaties take into account the interplay between TPMs and limitations and exceptions, when referring to technologies that restrict acts which are not authorized by the right holder or permitted by law.  In a number of national implementations it was considered that if all acts permitted by law were generally and a priori exempted from the prohibition to circumvent the risks of massive unauthorized use of digital content would increase enormously. Moreover, the open phrasing of some limitations – eg fair use in the copyright law of the United States –  would introduce high levels of uncertainty and vagueness to the protection afforded to TPMs.  The approach followed in most implementations limits to certain special cases – corresponding to some limitations to copyright and to certain provisions external to copyright – the exemptions from the general prohibition to circumvent TPMs or the application of any other mechanism that allows limitations to prevail vis à vis TPMs.


Several laws implementing the Internet Treaties establish exemptions from the prohibition to circumvent TPMs in order to ensure the applicability of certain exceptions to copyright.  This approach requires that a certain categorization of limitations and exceptions takes place, in order to make clear that, for some of them, it is indispensable to ensure their survival also in the face of the possibility of using access- and copy-control TPMs. In order to formulate its own priorities each Member State may consider such categories as exceptions based on the recognition of basic human freedoms and rights, exceptions and limitations corresponding to certain specific public interests, exceptions and limitations for the prevention of anti-competitive behavior, market failure exceptions and limitations, etc. 


The legal mechanisms to deal with the interplay between limitations and TPMs vary from one country to another.  In some cases a right of the beneficiary to access and/or use protected content is provided;  alternatively, in other cases an obligation is provided for the right holder to make the means available to the beneficiary for such access and/or use, or even as a prerogative of the court to order, upon the request of the beneficiary, that the means be made available.  In other countries an administrative body – either existing or specially-created – is assigned the task of deciding, after hearing both the beneficiary of the limitation and the right holder, whether and to what extent the means to benefit from the limitation is to be made available to beneficiaries. 


Under the 2001 EU Copyright Directive, copyright owners are to voluntarily adopt measures that allow users to benefit from a certain limitation.  In the absence of such measures, EU Member States must ensure that right holders make available the means to benefit from it.  It is questionable whether this system amounts to an exemption from the prohibition to circumvent, as the right owner appears always in an intermediary role between the beneficiary of the exception and the protected subject matter, and content could always be made available – even after the intervention of public authorities- by right owners, without circumvention
. 

Of course the legal dichotomy between limitations and DRM can be mitigated through technological means, ie, by building into DRM systems the specifications that describe limitations and exceptions.  In this way, DRM systems would incorporate the whole of the copyright system, both rights and user privileges.  Examples of this holistic approach, including initiatives such as the Digital Media Project, aim at reflecting the balance inherent to the copyright system, which functions by taking into consideration both exclusive rights to authorize certain acts regarding works, and the public interest in accessing those works under certain circumstances in the public interest. 

Yet the process of technologically mapping out the rights and permitted usage is not an easy one. Limitations vary enormously from one country to another reflecting cultural idiosyncrasy and different levels of socioeconomic development.  In some countries, limitations are invoked in areas where in other countries exclusive rights prevail.  Limitations can assist the person who copies part of a work for private study, for the purposes of education or research.  Fair use and limitations can also permit, to a different degree in different countries, that visually-impaired persons and those with other disabilities gain access to works, for example, by allowing production of large-print and audio book versions of copyright works
. 

Moreover, limitations are not defined in the same manner in every jurisdiction. According to the US “fair use” doctrine, for example, whether a certain use is permitted or not may depend on applying a number of criteria to a given situation so only an “ex post facto” determination appears as completely safe.  Some limitations are circumscribed to a limited number of persons, such as disabled people or the educational community.  However others refer to potential uses by any citizen (private use, quotations) and/or involve an intentional element that may be difficult to translate into code specification (for instance in case that the reproduction is allowed now for a certain use that will take place only afterwards, thus paving the way to other uses outside the scope of the limitation) The goal, therefore, is to develop – to the extent possible – flexible DRM applications that can apply different usage rules according to the nature of the content, the context of use and the identity of the user. 

DRM and reproduction for private use  


Reproduction for private use is also listed in the EU Copyright Directive (Art. 6. 4. 2, recital 52)
 under the regime regulating the interplay between TPMs and limitations, subject, however to some additional checks and requirements, including:


-It does not apply if reproduction for private use has already been made possible by rightholders to the extent necessary to benefit from the exception or limitation concerned;


- It does not prevent right holders from adopting adequate measures regarding the number of reproductions in accordance with these provisions;

-finally, the exemption may have a particular influence on the private copying regime in place in many EU Member States, especially as regards the level of fair compensation, which should take full account of the degree of use of technological protection measures. See recitals 35
 and 39
. 


The requirement in the Directive that the level of fair compensation should take full account of the degree of use of TPMs appears as a measure contributing to the adaptation of collective management to the new technological environment.  In spite of the difficulties interpreting and applying the requirement, it also appears in line with requirements for improving the equity of a given copyright system. 


In the new environment it is becoming feasible to calculate private copying levies more accurately, in relation to actual use, in order to take account of the “hybrid” character of the new digital media. These are no longer used exclusively for reproduction of a single type of works and are also extensively employed for recording unprotected data. On the other hand, calculation of compensation will need to take into account the extent to which TPMs are used.  In several EU countries, discrimination is already made between tariffs for levies applied to DRM-enabled media as compared to the tariff levels applied to non-TPM-protected carriers. 
The Role of WIPO

At international level, WIPO Member States have expressed a keen desire to know where the boundary should be drawn regarding access, under limitations and exceptions, to copyright material in the digital environment.  A number of activities have already been undertaken by WIPO in this area, and several possible lines of action are taking shape: 

1.  The conceptual framework.  In 2003, WIPO published a study on “Current Developments in the Field of Digital Rights Management.”
  WIPO also published a study by Professor Sam Ricketson, an internationally respected academic and authority on the Berne Convention, entitled “Limitations and Exceptions of Copyright and Related Rights in the Digital Environment.”

2.  Practical analysis of specific areas, such as access to digital content by visually impaired persons.  It has traditionally been accepted that in certain cases, specific limitations and exceptions to rights are justified to ensure that visually impaired people are able to access works in written form.  Thus, specific rules concerning printing in Braille and production of audio books have been included in some national legislation.  Computerization and digital technology are opening new possibilities for facilitating that access, and new tools have been, and are being, introduced for this purpose.  While the international conventions on copyright and related rights have adopted a technology-neutral approach to limitations and exceptions, national laws frequently contain specific limitations and exceptions, which do not immediately or obviously apply to new digital technologies.  WIPO has recently published a “Study on Copyright Limitations and Exceptions for the Visually Impaired,”
 which compares national legislative approaches to the issue.
3.  In 2006, WIPO published a study on possible design of DRM as a means to enhance access to creative content by beneficiaries of limitations and exceptions.
  The Study takes a specific and pragmatic approach, focusing on certain limitations and specific countries.  In fact, two groups of beneficiaries are considered: the educational community involved in distance learning, on the one hand, and visually impaired persons, on the other.  To illustrate the state-of-the-art in the relevant fields, the law and practice in five countries is described, namely, Australia, the Republic of Korea, Spain, the United Kingdom, and the United States of America.  The Study aims at examining cases in which DRM could serve as an effective means to implement limitations and exceptions in the digital environment.  Finally, the Study identifies future avenues of work towards facilitating the coexistence of limitations and TPMs.  The Study concludes that both law and technology are necessary, but not sufficient, to overcome the potential for conflict between TPMs and limitations.  Development of broad licensing agreements between beneficiaries of limitations and right owners could help to facilitate access to content in areas such as education, and to meet the needs of visually impaired people.  The establishment of trusted intermediaries charged with implementation of such licensing agreements might further contribute to this goal.

4. Workshop on Rights Management Information (RMI): Accessing Creativity in a Network Environment (September 17, 2007, Geneva).  WIPO will organize an information workshop to present different initiatives in the use of RMI, such as standards being developed to attach instructions to content available online so that search engines and other Internet intermediaries know how to proceed regarding authorised use and corresponding remuneration, where applicable.   The Workshop will gather Governments and stakeholders in the copyright community, Internet intermediaries such as search engines and social networks and technologists in RMI field. 

 [End of document]
� First step: an exception or limitation should be a special case. This means that the use to covered must be specific – precisely and narrowly determined – and that no broadly-determined cases are acceptable, and also that, as regards its objective, it must be “special” in the sense that it must be justifiable by some clear public policy considerations.  Second step (which may only follow if the exception or limitation has not “failed” at the first step; that is, it is a special case): an exception or limitation must not conflict with a normal exploitation of works. This means that all forms of exploiting a work (that is, extracting value of the exclusive right of reproduction in the work through exercising it) which has, or likely to acquire, considerable economic or practical importance must be reserved to the owner of this right, and that exceptions or limitations must not enter into economic competition with the exercise of the right of reproduction by the rights owner (in the sense that it must not undermine the market for the work in any way whatsoever).  Third step (which may only follow if the exception or limitation has passed the first two steps; that is, if it has been found that it is a special case and it does not conflict with a normal exploitation of works): an exception or limitation must not unreasonably prejudice the legitimate interests of copyright owners. Legitimate interests means “legal interests” in the sense that it is in the interests of the owner of right to enjoy and exercise the right of reproduction as fully as possible. An exception and limitation – inevitably, “by definition” – prejudices these kinds of legitimate interests, but such prejudice is allowed to occur in certain special cases not conflicting with any normal exploitation of the work; it must be, however, reasonable in the sense that it must not go beyond a certain level of prejudice which may still be justified in consideration of the underlining special and well-founded public policy considerations.  





� 	WIPO Study “Automated Rights Management and Copyright Exceptions and Limitations” (SCCR 14/5, May 2006, at p.71), prepared by Nic Garnett, http://www.wipo.int/edocs/mdocs/sccr/en/sccr_14/sccr_14_5.doc.


� In any case the list of “internal’ or “substantive” limitations, for which this EU regime is applicable, includes the following: exceptions or limitations for the benefit of disabled people; use for the purposes of public security or to ensure the proper performance of an official proceeding; illustration for teaching or scientific research; reproduction by libraries and archives; limitations for informatory purposes; ephemeral recordings by broadcasting organizations.





� 	For information on this issue, refer to the above-mentioned WIPO Study on “Automated Rights Management and Copyright Exceptions and Limitations” (SCCR 14/5, May 2006), prepared by Nic Garnett, which addresses the operation of exceptions and limitations in relation to uses of content by visually impaired persons and for distance education.





� (52) When implementing an exception or limitation for private copying in accordance with Article 5(2)(b), Member States should likewise promote the use of voluntary measures to accommodate achieving the objectives of such exception or limitation. If, within a reasonable period of time, no such voluntary measures to make reproduction for private use possible have been taken, Member States may take measures to enable beneficiaries of the exception or limitation concerned to benefit from it. Voluntary measures taken by rightholders, including agreements between rightholders and other parties concerned, as well as measures taken by Member States, do not prevent rightholders from using technological measures which are consistent with the exceptions or limitations on private copying in national law in accordance with Article 5(2)(b), taking account of the condition of fair compensation under that provision and the possible differentiation between various conditions of use in accordance with Article 5(5), such as controlling the number of reproductions. In order to prevent abuse of such measures, any technological measures applied in their implementation should enjoy legal protection.





� (35) In certain cases of exceptions or limitations, rightholders should receive fair compensation to compensate them adequately for the use made of their protected works or other subject-matter. When determining the form, detailed arrangements and possible level of such fair compensation, account should be taken of the particular circumstances of each case. When evaluating these circumstances, a valuable criterion would be the possible harm to the rightholders resulting from the act in question. In cases where rightholders have already received payment in some other form, for instance as part of a licence fee, no specific or separate payment may be due. The level of fair compensation should take full account of the degree of use of technological protection measures referred to in this Directive. In certain situations where the prejudice to the rightholder would be minimal, no obligation for payment may arise.�


� (39) When applying the exception or limitation on private copying, Member States should take due account of technological and economic developments, in particular with respect to digital private copying and remuneration schemes, when effective technological protection measures are available. Such exceptions or limitations should not inhibit the use of technological measures or their enforcement against circumvention.





� http://www.wipo.int/meetings/en/doc_details.jsp?doc_id=29478





� � HYPERLINK "http://www.wipo.int/documents/en/meetings/2003/sccr/doc/sccr_9_7.doc" ��http://www.wipo.int/documents/en/meetings/2003/sccr/doc/sccr_9_7.doc�





� � HYPERLINK "http://www.wipo.int/edocs/mdocs/copyright/en/sccr_15/sccr_15_7.doc" ��http://www.wipo.int/edocs/mdocs/copyright/en/sccr_15/sccr_15_7.doc�





� Automated Rights Management Systems and Copyright Limitations and Exceptions�prepared by Nic Garnett: � HYPERLINK "http://www.wipo.int/meetings/en/doc_details.jsp?doc_id=59952" ��http://www.wipo.int/meetings/en/doc_details.jsp?doc_id=59952�





