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OurOur IndustryIndustry hashas aa ProblemProblem

SecuritySecurity breachesbreaches
commoncommon
n MaliciousMalicious codecode
n GoodGood codecode withwith bugsbugs

EscalatingEscalating challengeschallenges
n ConnectivityConnectivity
n AdministrationAdministration

AdoptionAdoption ofof ITIT inin doubtdoubt
n CustomersCustomers needneed toto believebelieve inin technologies,technologies,

companiescompanies andand servicesservices

NoNo commoncommon frameworkframework forfor discussiondiscussion

John McCormick, TechRepublic, Inc., September 24, 2001, based on data provided by Security Focus Bugtraq

ReportedReported VulnerabilitiesVulnerabilities byby OSOS inin 20012001

NumberNumber ofof incidentsincidents
35353030252515151010 20205500

RedhatRedhat LinuxLinux 7.07.0

SunSun SolarisSolaris 8.08.0

WindowsWindows 20002000

SCOSCO OpenOpen ServerServer 5.0.65.0.6

MandrakeSoftMandrakeSoft LinuxLinux 7.27.2

PlatformPlatform



MicrosoftMicrosoft hashas aa BigBig ProblemProblem

9/11,9/11, CodeCode Red,Red, NimdaNimda
nchangedchanged customers’customers’ prioritiespriorities
n…and…and theythey havehave viableviable alternativesalternatives

DeepDeep cynicismcynicism
naboutabout ourour sinceritysincerity
n…and…and abilityability toto deliverdeliver

WhatWhat mattersmatters isis whatwhat
wewe do,do, notnot whatwhat wewe saysay

OurOur growth,growth, eveneven survival,survival, requiresrequires trustworthytrustworthy
computingcomputing

Source: Domestic Corporate Tracking Studies (DC, SV Elite, and Broad and Business Audience surveys). Scores are “net” (“top box” (7 – 9) – “bottom
box” (1 – 3) ).

MS Diff. IBM

Innovation 63% 9% 54%

Quality Products 50% 22% 72%

Trustworthy 24% 49% 73%

Ethical 17% 57% 74%

Corp IT



CriticalCritical InfrastructureInfrastructure

ComputersComputers areare increasinglyincreasingly
essentialessential ourour everydayeveryday liveslives
EvolvingEvolving marketsmarkets drivedrive
newnew prioritiespriorities

n Complex,Complex, interconnectedinterconnected systemssystems
n DevicesDevices atat allall scalesscales
n EnterpriseEnterprise reliabilityreliability requirementsrequirements

InformationInformation TechnologyTechnology isis essentialessential
butbut vulnerablevulnerable
CustomersCustomers won’twon’t dependdepend
onon whatwhat theythey don’tdon’t trusttrust



TheThe OpportunityOpportunity

ToTo bebe indispensable,indispensable, computingcomputing mustmust gaingain
thethe samesame levellevel ofof trusttrust thatthat cars,cars, phones,phones,
electricityelectricity andand otherother essentialessential servicesservices enjoyenjoy

OpportunityOpportunity
n ContinuedContinued leadership,leadership,

revenuerevenue andand profitabilityprofitability
n FirstFirst movermover advantageadvantage
n CompetitiveCompetitive differentiationdifferentiation

DoingDoing nothingnothing isis notnot anan optionoption



“To“To bebe thethe trustedtrusted vendorvendor
ofof secure,secure, privateprivate andand
reliablereliable computingcomputing forfor
everyone”everyone”

TheThe GoalGoal ofof thethe TrustworthyTrustworthy
ComputingComputing InitiativeInitiative



It’sIt’s NotNot JustJust SecuritySecurity

BusinessBusiness
IntegrityIntegrity

TrustworthyTrustworthy ComputingComputing

ReliabilityReliabilityPrivacyPrivacySecuritySecurity



Sources - Trust impact: 13 focus groups, 20 1-1 interviews.
Trust score: Image tracking study and trial flash polls. Cheskin Research
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CustomerCustomer PrioritiesPriorities VaryVary



TacklingTackling thethe ProblemProblem

WorkWork onon allall frontsfronts
n Security,Security, privacy,privacy, reliability,reliability, businessbusiness integrityintegrity
n AllAll platformsplatforms andand experiencesexperiences
n AcrossAcross thethe organizationorganization
n WithWith allall ourour customerscustomers
n AcrossAcross thethe industryindustry

CultureCulture shiftshift
n TrustworthinessTrustworthiness asas prioritypriority
n NowNow andand ForeverForever
n ChangeChange behaviorbehavior asas wellwell asas perceptionsperceptions



SecureSecure byby DesignDesign
ProductProduct

n SecuritySecurity PushPush
n NewNew tools,tools, compilercompiler

improvementsimprovements
n SecuritySecurity BusinessBusiness UnitUnit

PeoplePeople
n RetrainedRetrained dev,dev, test,test, PMPM
n AppointedAppointed ChiefChief SecuritySecurity StrategistStrategist
n LeadsLeads drivingdriving bestbest practicespractices acrossacross companycompany

ProcessProcess
n R&DR&D budgetbudget forfor securitysecurity tripledtripled
n ThreatThreat model-drivenmodel-driven reviewsreviews
n BugBug feedbackfeedback looploop && codecode sign-offsign-off reqsreqs



SecureSecure ByBy DefaultDefault

OfficeOffice XPXP
n .exe.exe receipt,receipt, scriptscript

accessaccess disableddisabled

WindowsWindows XPXP
n InternetInternet ConnectionConnection

FirewallFirewall

MajorMajor productsproducts toto shipship
securesecure byby defaultdefault

n .NET.NET server,server, IIS6,IIS6,
SQLnext,SQLnext, OfficeOffice 1111

n BackportingBackporting toto
WindowsWindows 2000,2000, IIS5.xIIS5.x
andand earlierearlier



SecureSecure inin DeploymentDeployment
STPPSTPP -- GetGet SecureSecure

n MicrosoftMicrosoft SecuritySecurity ToolkitToolkit
n MicrosoftMicrosoft BaselineBaseline SecuritySecurity

AnalyzerAnalyzer
n SecuritySecurity AssessmentAssessment ProgramProgram
n Deployment,Deployment, update,update,

lockdownlockdown toolstools
STPPSTPP -- StayStay SecureSecure

n WindowsWindows 20002000 SecuritySecurity RollupRollup
n WindowsWindows 20002000 SP3SP3
n MicrosoftMicrosoft UpdateUpdate CorpCorp EditionEdition

MicrosoftMicrosoft SecuritySecurity ResponseResponse CenterCenter
SystemsSystems IntegratorIntegrator SourceSource LicensingLicensing ProgramProgram
WindowsWindows UpdateUpdate



Privacy:Privacy: ProductsProducts && ProcessProcess

ProductProduct designdesign
n P3PP3P supportsupport inin IEIE 66
n KerberosKerberos forfor PassportPassport
n AnonymousAnonymous XPXP activationactivation
n MSNMSN 88 toolstools toto managemanage whatwhat kidskids

accessaccess

BusinessBusiness practicespractices
n MSNMSN showsshows usersusers datadata heldheld onon

themthem
n FIP,FIP, GLB,GLB, SafeSafe HarborHarbor
n ThirdThird partyparty auditsaudits
n PrivacyPrivacy DirectiveDirective andand HandbookHandbook
n PrivacyPrivacy HealthHealth IndexIndex



ReliabilityReliability
FiveFive NinesNines
WindowsWindows XPXP

n DriverDriver managementmanagement
n SharedShared DLLDLL supportsupport
n ImprovedImproved installation,installation, update,update,

backup,backup, repair,repair, recoveryrecovery
ProductProduct QualityQuality InitiativeInitiative

n Documentation,Documentation, feedback,feedback,
measurement,measurement, integrationintegration

ErrorError reportingreporting
n OfficeOffice fixedfixed 40%40% ofof crashescrashes

forfor SP1SP1
n VSVS fixedfixed 57%57% crashescrashes inin betabeta
n VendorVendor webweb sitesite



DifficultDifficult Problems…Problems…
ProcessorsProcessors

n TooToo many,many, spreadingspreading tootoo fast,fast,
chaoticchaotic mega-systemmega-system behaviorsbehaviors

ProgrammingProgramming
n TooToo error-proneerror-prone

PeoplePeople
n TooToo fewfew knowledgeableknowledgeable ones,ones, andand losinglosing groundground
n Complexity/speedComplexity/speed tootoo fastfast forfor peoplepeople toto comprehendcomprehend
n UnmanagedUnmanaged systemssystems

PolicyPolicy
n LegalLegal frameworksframeworks && normsnorms laglag technologicaltechnological changechange
n NoNo commoncommon industryindustry vocabularyvocabulary



IfIf YouYou Can’tCan’t MeasureMeasure It,It,
YouYou Can’tCan’t ManageManage ItIt
InstitutionalizeInstitutionalize ourour commitmentcommitment

toto keepkeep focusfocus andand momentummomentum
n Recurrent,Recurrent, relevantrelevant

measurementsmeasurements
n ActionableActionable

trendtrend analysisanalysis
n SeniorSenior positionposition
n WorkingWorking councilscouncils



StepsSteps alongalong thethe WayWay

.NET.NET serverserver launches,launches, WSWS standardsstandardsBeginBegin
Roll-outRoll-out

Longhorn,Longhorn, DRM,DRM, PalladiumPalladiumBuiltBuilt
TrustworthyTrustworthy

NewNew criticalcritical infrastructureinfrastructureTWCTWC
realizedrealized

NewNew
FocusFocus BillGBillG memo,memo, stand-downsstand-downs
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SummarySummary

TrustworthyTrustworthy systemssystems areare keykey toto takingtaking
MicrosoftMicrosoft toto thethe nextnext levellevel

WeWe needneed toto sellsell computingcomputing systemssystems soso safesafe
andand reliablereliable thatthat peoplepeople cancan taketake themthem forfor
grantedgranted

ItIt willwill bebe aa longlong journeyjourney
EverybodyEverybody playsplays aa partpart



DiscussionDiscussion

Contact:Contact:
karimk@microsoft.comkarimk@microsoft.com
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