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Our Industry has a Prekiem
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n Customers need to believe in technologies,
companies and services

No common framework for discussion

John McCormick, TechRepublic, Inc., September 24, 2001, based on data provided by Security Focus Bugtraq



Microsoft has a Big Preblen

9/11, Code Red, Nimda
changed customers’ priorities
...and they have viable alternatives

Deep cynicism
about our sincerity.
...and ability to deliver

What matters Is what
we do, not what we say

Corp IT

9%
22%
49%
57%

Our growth, even survival, requires trustworthy
computing

Source: Domestic Corporate Tracking Studies (DC, SV Elite, and Broad and Business Audience surveys). Scores are “net” (“top box” (7 — 9) — “bottom
box” (1 —-3)).




Critical Infrastructure

Computers are increasingly
essential our everyday lives

Evolving markets drive AFURHATIE
Nnew prIOrltleS ]
Complex, interconnected systems bl
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Enterprise reliability requirements Gaae o
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Information Technology is essential
but vulnerable

Customers won'’t depend
on what they don’t trust




The Opportunity

To be indispensable, computing must gain
the same level of trust that cars, phones,
electricity and other essential services enjoy

Opportunity

Continued leadership,
revenue and profitability

First mover advantage
Competitive differentiation

Doing nothing Iis not an option |




The Goal of the |
Computing Initigii

“To be Sted vendor

of seciEMprivate and
reliale®computing for
everyone”




It's b

Tirustwerthy Computing

BuUusIiREss

Security Privacy Religisility Integrity




Customer Prionities; Vaiy
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Business
Integrity.
Business S
Integrity,

Business
Integrity.
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Integrity;
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Sources - Trust impact: 13 focus groups, 20 1-1 interviews.
Trust score: Image tracking study and trial flash polls. Cheskin Research




Tackling the Problem

Work on all fronts
Security, privacy, reliability, business integrity

All platforms and expenenc
Across the organization y ‘

With all our custemers
Across the industry

Culture shift
Trustworthiness as priority
Now and Forever ‘

Change behavior as well a uuIIS




Secure by Design-.—— ..

File Edit  View Insert Format Tools Actions Help
¢ Reply | $EReply to All | G¥F Forward | & v |y N | e -

From: Eill Gates Sent: Tue 1/15/2002 2:22 PM
To: Microsoft and Subsidiaries: All FTE
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P ro d u Ct Stect: Trustmortiy computig

Every few wears | have sent out a memo talking about the
highest priority for Microsoft. Two years ago, it was the kickoff

& of our _MET strategy. Before that. it was sewveral memos about
eCu rI uS the importance of the Internet to our future and the ways we
could make the Internet truby useful for people. er the last
rear it has become clear that ensuring .NET is a platform for

o rustworthy
N eW tOOIS CO m I Ier R If we don't do this, people simply won't be willing
] . — or able — to take advantage of all the other great work we do_
n Trustworthy Computing is the highest priority for all the work
we are doing. VWe must lead the industry to a whole new level
| I pr Ve I en S of Trustworthiness in computing.

When we started work on Microsoft _MET more than two years
ago. we set a new direction for the company — and articulated

" " "
SeCurIt BuSIneSS l | nlt a new way to think about our software. Rather than developing
standalone applications and VWeb sites. today we're moving

towards smart clients with rich user interffaces interacting with
Web services. We're driving the XML Web services standards

so that systems from all vendors can share information, while
eo e working to make Windows the best client and server for this
| new era.
O There is a lot of exciterment about what this architecture
makes possible. It allows the dreams about e-business that
e ral ne eV es have been hyped over the last few years to become a reality.
/) ) It enables people to collaborate in new waws. including how

Appointed Chief Security Strategist
Leads driving best practices across company

Process
R&D budget for security tripled

Threat model-driven reviews
Bug feedback loop & code sign-off reqs




Secure By Default

i ' Mlcrosoft'
Sy

Office XP

.exe receipt, script
access disabled

Windows XP

Internet Connection
Firewall
To add or remove a component, click the checkbox. A shaded box means that only

M aj O r p ro d u CtS to S h i p Eaé;ta:ﬁ:he component will be installed. To see what's included in a component, click

Components:

secure by default e o

0.0MB J
%Imemet Information Services (115) 157 MB

NET server, 11S6, B o
SQLneXt, Offlce 11 Description: Expl remth wet:j::;lcyoa degoarétlkt your onling buddies, enjoy

: e ol Lo |
Backporting to =
Windows 2000, 11S5.x —
and earlier

5
ove components of Windows XP.




Secure in Deployment:

2 Microsoft Security - Microsoft Internet Explorer

STPP - Get Secure
Microsoft Security Toolkit On 0 @86 P tim @ 0

&] http://microsoft.com/security/

Microsoft Baseline Secunity
An a|yZEI’ ' e — Scuriy

Security Assessment Program ==
Deployment, update,

Get and Stay Secure:
New Standards for
Internet Security

Microsoft and other industry leaders have formed an organization to create con
standards for handling security vulnerabilities on the Internet. You can help lea
reporting and correcting vulnerabilities by adopting their immediate recomment

. for standard response practices

Security Bulletins
Tools & Checklists
MSDN Security Site s o
For Consumers. M security Alert
Learn About Online
Safety  BadTrans Worm on the Loose: Make Sure You're Secure
Best Practices Checklist
Windows Update
5 = Phase 1: Get Secure
we will help you get secure right now. Here's how.
I I I OWS e C u r I y O u p If your business has been affected by a virus-related incident and you need help, please call 1-866-PC SAF

Microsoft Strategic Technology Protection Program

The Strategic Technology Protaction Program (STPP) is a twe-phase program that represents an unprecede
people and resources to integrate product, services and support.

Office Products Update
U.S., please contact your local Microsoft subsidiary.)

- The Microsoft Security Tool Kit CD includes best practice guides, informatien on securing your system, and
can help ensure your system is protected against attacks. It also provides tools that Microsoft has develope
I l I OWS systems and keep them secure. Your English Security Tool Kit for U.S. and Canada custsmers will ship in 3

M - ft U d t C E d . t .

Systems Integrator Source Licensing Program

Windows Update



Privacy: Products & Precess

Product design
P3P support in IE 6
Kerberos for Passport
Anonymous XP activation

MSN 8 tools to manage what kids
access |

Business practices s
MSN shows users data held on | [
them
FIP, GLB, Safe Harbor
Third party audits
Privacy Directive and Handbook
Privacy Health Index

B online privacy alliance




Reliability

Five Nines

Windows XP 2l 1 O) If
D rive r m an ag e m e nt hureal Vortex 8820 Audio (WDM) Properties
Shared DLL support s
Improved installation, Update, e
backup, repair, recovery Tt

Product Quality Initiative
Documentation, feedback,
measurement, integration

Error reporting

Office fixed 40% of crashes
for SP1

VS fixed 57% crashes in beta
Vendor web site




Difficult Problems..

Processors

Too many, spreading too fast,
chaotic mega-system behaviors

Programming
Too error-prone

People

Too few knewledgeable ones, and losing grounc
Complexity/speed too fast for people to comprehend
Unmanaged systems

Policy
Legal frameworks & norms lag technological change
No common industry vocabulary




If You Can’t Measure:lt,
You Can't Manage i

Institutionalize our commitment
to keep focus and moementum

Recurrent, relevant
measurements

Actionable
trend analysis

Senior position
Working councils




Steps along the Way,

N[EY

S ‘BI”G memo, stand-downs

Begin
Roll-out INET Selver launches, WS standards

Built :
Trustworthy I,onghorn, PRV, Palladium

TWC

realio] New! critical infrastriciune




Summary

Trustworthy systems are key to taking
Microsoft to the next level

We need to sell computing systems so safe
and reliable that people can take them for
granted

It will be a leng journey
Everybody plays a part

ss or implied, in this summary.




Contact:
karimk@microsoft.com
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